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DEFENSE ARJ
EXECUTIVE
EDITOR
Welcome to the Defense Acquisition Review Journal (ARJ) theme edition on
transformation. Since the terrorist attacks on September 11, 2001, the need to
transform many governmental functions of the United States has become more and
more apparent. With every act of terror in the world, such as the recent attacks against
the London transportation system, the transformation initiative within the Department
of Defense (DoD) seeks new methods of meeting the increased challenges of national
security in the 21st century. First and foremost, transformation is an evolving process
without a definitive endpoint. The goal of this initiative is to create opportunities to
ensure sustainment of the American competitive advantage in warfare. By necessity,
transformation within the Department must deal with more than just military
technology, weapons, and tactics. It must also consider changes in concepts, processes,
and organizations. Since much of the ongoing transformational process is cultural,
people at all levels in the Department need to understand, accept, and embrace these
changes.
Our featured author for this edition is Allen Friar. His article, “Reasons Training for
Service Contract Management is Mission Essential,” discusses the importance of service
contracts, including battlefield contracts, which provide essential services and act as
force multipliers for forward-deployed units. Friar emphasizes that transformations
in contracting procedures and acquisition leadership are essential and makes some
practical suggestions for effective contract administration.
The following article, “Modularity: An Application of General Systems Theory to
Military Force Development,” by Dr. Melissa Schilling and COL Christopher Paparone,
U.S. Army, studies the impact of modularity in our defense forces at the organizational,
technical, and operational levels. Modularity is an integral part of our force design and
plays a huge role in conducting complex, integrated military operations.
Tom Edison’s article, “Social Networking Analysis: One of the First Steps in NetCentric Operations,” examines the importance of social networking on transformation
and net-centric operations. This article reviews several key concepts and theories of
network analysis and offers examples of how this management tool can enhance DoD
transformation to net-centric operations.
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The next article, “Development and Analysis of Integrated C4ISR Architectures,”
by Kristin Giammarco, Michael Carlomusto, and J. D. Lock proposes methodologies
for development and utilization of integrated architecture products designed for
Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance (C4ISR) systems-of-systems engineering analysis. Our military
commanders are placing increased emphasis on doctrinally correct, consistent, and
all-inclusive operational, system, and technical views based on the DoD Architecture
Framework. The attainment of robust and timely architecture views will enable better
acquisition decisions as armed services undergo transformation.
The following article, “Innovative Procurement Strategies,” by Dave Eiband
highlights the execution of two innovative procurement experiments that met defined
goals in research, development, test, and evaluation of procurement strategies. These
experiments may lead to fiscal methods, which increase savings, operate more
efficiently, and produce higher quality products.
The final article, “Toward Centralized Control Of Defense Acquisition Programs,”
by John Dillard challenges the new acquisition framework, which may have brought
pervasive turbulence to defense acquisition policy implementation. The author asserts
that although current policy is designed to support flexibility and innovation, in reality,
it adds complexity and confusion. In Dillard’s opinion, the current framework is not
compatible with the goals it is trying to achieve.
Hopefully, we have incorporated information of interest to you as the reader of
our transformation theme edition. Perhaps one of our next two editions, “Systems
Engineering Best Practices and Lessons Learned,” (December 2005–March 2006) and
“Technology Transition and Implications” (February 2006) will fall within your area of
interest or those of your colleagues. If you are doing research in these areas and would
like to submit an article, please contact Ms. Norene Taylor at 703-805-3801. Similarly,
if you are interested in being an article reviewer in any of those areas, we would like
to hear from you.
						Dr. Paul A. Alfieri
						Executive Editor
						Defense ARJ

A NOTE FROM THE MANAGING EDITOR
Since Dr. Harman’s retirement from the Defense Acquisition University (DAU) in April,
2005, a new executive editor for the Defense ARJ has been named. As of August 1,
2005, Dr. Paul Alfieri has taken over as the Director of Research at DAU, as well as
chairman and executive editor of the Defense ARJ. Dr. Alfieri is anxious to maintain
the momentum that Harman created, and to continue the concept of theme editions
featuring topics relevant to the Department of Defense Acquisition, Technology and
Logistics community. Dr. Alfieri is looking forward to working with a strong team of
authors and article reviewers in the future.
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WHY TRAINING FOR
SERVICE CONTRACT
MANAGEMENT IS
MISSION ESSENTIAL
Allen Friar
The time has passed when management of service contracts could be haphazardly
assigned to inexperienced and poorly trained contract administrators. Today,
contracts are more pervasive and critical to mission performance throughout
the Department of Defense (DoD), and make up the largest segment of
DoD procurements. Even battlefield contracts, like the Army Logistics Civil
Augmentation and the Air Force Contract Augmentation Programs provide vital
services and act as force multipliers for forward deployment units. Consequently,
a transformation in contracting and acquisition leadership along with proper
planning is necessary to manage today’s contracts. This article explores
some of the problems inherent in this requirement and offers some practical
suggestions for decision analysis for more effective contract administration

C

ontract management, contract administration, and contract oversight are often used
interchangeably by acquisition personnel, but these terms are not synonymous.
Although not specifically defined in the Federal Acquisition Regulation (FAR),
it does say at Part 37: “Agencies shall ensure that sufficiently trained and experienced
officials are available within the agency to manage and oversee the contract administra
tion function” (FAR, 37.102(h), 2004, p. 886). Contract administration can thus be seen
as a broader term that includes both contract management and contract oversight. In
The Government Contracts Reference Book, the authors define contract administration
to include “steps taken by the government representatives responsible for ensuring
Government and contractor compliance with the terms of the contract” (Nash, Schooner,
& O’Brien, 1998, p. 121). This is a very broad definition that concerns making sure both
parties comply with the terms of the contract. John Cibinic and Ralph Nash (1995),
in their preeminent work, Administration of Government Contracts, adopt a legalistic
view that, “contract administration includes all relationships between the government
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and the contractor that arise out of contract performance,” and that the goal of contract
administration is to ensure that the government “obtains the needed work on time and
at the quality level called for by the contract” (Cibinic & Nash, 1995, p. 1). Here again,
it is implied that there will be adequate management and oversight to accomplish this
during contract administration. But, as concluded by Susan Harvey in a recent article
on contract management, “Ultimately the success or failure of a business relationship
between a service contractor and the government rests on the back of the Contracting
Officer’s Representative (COR). Successful contract performance does not happen by
accident” (Harvey, 2002, p. 60). Contract management that will ensure performance
by the contractor is critical today and has been recognized by practitioners for some
time, but it has not received the same emphasis from leadership as contract awards.
John Cavadias (2004), a contracting officer for the Marine Corps, stated in a recent
article, “Contract performance management urgently requires an infusion of investment
into post-award contract administration operations” (p. 327). His insightful article
compares the lack of post-award contract administration to a mortgage company’s lack
of loan servicing after the loan has been made. Improper administration of a contract
is illogical and callous, and American soldiers and taxpayers deserve better from their
government.

The debate over government contractor oversight is
not new. It has been going on since there have been
government contracts and has escalated since the
advent of ”big government“ after World War II.

The Office of Federal Procurement Policy (OFPP) identified a number of contract
administration concerns in A Guide to Best Practices for Contract Administration by
stating, “The technical administration of government contracts is an essential activity.
It is absolutely essential those entrusted with the duty to ensure the government gets
all that it bargained for must be competent in the practices of contract administration,”
and that “the COTR plays a critical role in affecting the outcome of the contract
administration process” (OFPP, 1994, p. 4). When it comes to the administration of
service contracts, proper oversight is even more critical because in these contracts there
is often no end product that can be pointed to as the result of the expenditure of tax
dollars; rather, there is supposed to be monitoring and surveillance of the contractor to
ensure they are providing the services contracted for in accordance with the terms of
the agreement. As it says in the FAR at 37.102(f), “Agencies shall establish effective
management practices in accordance with Office of Federal Procurement Policy Letter
93-1, Management Oversight of Service Contracting, to prevent fraud, waste, and abuse
in service contracting” (FAR 37.102(f), 2004, p. 886). So the requirement for effective
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contract management is well established, but the actual oversight and management of
service contracts is still not always successful, or in some cases, even attempted.

GOVERNMENT CONTRACTOR DEBATE
The debate over government contractor oversight is not new. It has been going on
since there have been government contracts and has escalated since the advent of big
government after World War II. In the 1960s, the government grew at an unprecedented
rate, increasing from 1.8 million civilian employees in 1960 to almost 2.3 million in
1968 (Light, 1999, p. 43). This tremendous growth was fueled by the cold war arms
race and the Great Society programs enacted during this period. This increase led to
a backlash by the public and ultimately to their elected representatives’ efforts to cut
or downsize the federal government. This effort to downsize the government has been
going on under one guise or another ever since. In 1996, then President Bill Clinton
declared “the era of big government” over. This announcement was made to call attention
to the fact that his administration had cut 280,000 federal jobs under the reinventing
government campaign, and that total federal employment was down over 400,000 from
its high in 1968 (Light, p. 1, 38). What is not well known is that the contractor workforce
has continued to expand. According to Paul Light (1999) of the Brookings Institution,
there were 6,790,000 contractor jobs at the tail-end of the cold war in 1984 (p. 38).
This workforce went down by over one million, as part of the peace dividend, from
1984 to 1996 (p. 38). The workforce has recently started growing again, increasing by
about 727,000 from 1999 to 2002. This growth was occurring even as federal civilian
employees were reduced by another 46,000 positions (Peckenpaugh, 2003). However,
the number of contractor employees are only estimates because, according to Light, no
one really knows how many there are. The one “irrefutable finding is that the true size
of government is much larger than the civil service headcount suggests,” and faced
with the constant pressure to downsize, agencies have “pushed more and more of their
mission to contractors” (Light, p. 44). The point here is that while the government
civilian workforce has declined in real terms, the contractor workforce has grown
substantially and continues to expand. As a result of personnel ceilings, hiring freezes,
early retirements, outsourcing, and Reductions in Force (RIFs), the federal government
has kept the number of employees down, but has not maintained the proper mix of
employees in light of this new service contracting environment.

ACQUISITION AND CONTRACT DECLINE
Acquisition and contracting positions were cut during the 1990s even as the number
of contractors was increasing. This led to imbalances in the federal civilian workforce
skills available to manage and oversee the burgeoning contractor workforce. This
problem has been documented in many books and articles, and as Stephen Goldsmith
(2004) of the Brookings Institution has noted, “As Government relies more and more
on third parties to deliver services, its performance depends ever more on its ability

269

DEFENSE ACQUISITION REVIEW JOURNAL

to manage partnerships and to hold its partners accountable” (Goldsmith & Eggers, p.
21). Daniel Guttman (1976) of Johns Hopkins University, and author of The Shadow
Government believes that today “most agencies can no longer effectively oversee
their contractors” (Peckenpaugh, 2003). Likewise, distinguished Professor Steven
Schooner of George Washington University Law School has stated in a recent paper
on outsourcing, “The Government lacks sufficient qualified acquisition and contract
management professionals to administer its requirements” (Schooner, 2004, p. 267).
Although some disagree with this assessment, the public perception persists through
anecdotal evidence and news reports that show the government is not in control of its
contractors. The widely reported overcharging by Kellogg Brown & Root for gasoline
during the Iraq invasion, the Abu Ghraib prisoner abuse scandal, and the Air Force
tanker lease deal with Boeing are among the stories that have contributed to this
impression of mismanagement of DoD contracts. A look at some recent government
audit findings also tends to support this perception.

CONTRACT AUDITS
The Inspector General (IG) of the DoD, in a 2003 audit of contracts for administra
tive and management support services (Report No. D-2004-015 [PDF] Project No.
D2002CF-0216.000), agrees with this assessment. He states, “This report stresses a
need for defining performance requirements, supporting price reasonableness decisions,
and monitoring cost on contracts for professional, administrative, and management
support services” (p. i). The report identified a number of problems in the award and
administration of these service contracts and determined that “controls were not in place
that would ensure adequate surveillance was performed on contracts, particularly cost
reimbursable and time and materials type contracts” (p. ii). The IG also recommended
in this report that “the Undersecretary for Acquisition, Technology and Logistics needs
to ensure that contracting officers designate in writing any personnel who perform
surveillance on cost reimbursable and time and materials type contracts and ensure that
surveillance personnel are properly trained” (p. i).
Further evidence of poor contract management is provided by the Government
Accountability Office (GAO) studies. One of these was at the National Nuclear Security
Administration (NNSA), an agency of the Department of Energy that is responsible
for the management and security of the nation’s nuclear weapons and naval reactor
programs. This study found that NNSA downsized its federal workforce in a major
reorganization beginning in 2002 and continuing into 2004 “without first determining
the critical skills and capabilities needed to meet its mission and program goals”
(GAO, June 2004, p. 1). This study went on to state that “NNSA runs the risk of facing
further, more serious staff shortages or skills imbalances, thereby diminishing its
ability to adequately oversee its contractors” (GAO NNSA, 2004, p. 1). This is a very
serious problem if the agency responsible for our nuclear weapons cannot adequately
oversee their contractors, and it should give us good reason to pause and consider the
importance of managing federal contractors. An example of how dependent the federal
government is on its contractors and why the technical competence of contract monitors
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is important is demonstrated in the National Aeronautics and Space Administration
(NASA) contract with the United Space Alliance (USA) Company. As pointed out
by Donald Kettl concerning the disintegration of the space shuttle Columbia in 2003:
“NASA knew only the information that USA shared. It had no capacity for independent
judgment, and it could not know what it did not think to ask. When the company’s
engineers concluded that the shuttle had been in no danger from the collision with
a piece of foam, NASA had little choice but to accept the judgment. It did not have
sufficient expertise of its own to do anything else” (Goldsmith & Eggers, 2004, p. viii).
This is a disturbing revelation that illustrates just how far some government agencies
have gone in contracting out their core mission and even their functional ability to
challenge the contractor’s performance.

As DoD’s dependence on contractors increases, it is critical
that the government manages contracts in a way that
ensures successful performance and mission accomplishment.

Another GAO study looked at DoD’s use of logistics support contracts in a contingency
operations environment. The four contracts studied were the Army Logistics Civil
Augmentation Program and Balkans Support contracts, the Air Force’s Contract Aug
mentation Program, and the Navy’s Construction Capabilities Augmentation Program.
Because of the wars in Afghanistan and Iraq, these have been high-dollar and highvisibility contracts. The GAO concluded that overall “DoD’s contract oversight processes
were generally good, although there is room for improvement” (GAO, 2004 July, p. 1).
Specifically, GAO found that “DoD did not have sufficient numbers of trained personnel
in place to provide effective oversight of its logistics support contractors” (p. 1). The
GAO’s recommendations included that “the Secretary of Defense improve planning,
establish procedures to assure that contractors are performing as economically and
efficiently as possible, and develop training programs for personnel responsible for
using and managing logistics support contracts” (p. 1). Experience indicates that poorly
trained and inexperienced personnel who are assigned to contract administration pose a
significant risk to successful contract performance.

CONTRACT MANAGEMENT
As DoD’s dependence on contractors increases, it is critical that the government
manages contracts in a way that ensures successful performance and mission
accomplishment. Training in contract administration is the key to good management,
and this deficiency has been observed by David Walker, Comptroller General of the
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United States, in testimony before Congress on Iraq reconstruction contracts. Walker
stated, “Shortages in personnel trained in contract management and oversight is also an
issue that needs to be addressed” (Walker, 2004, p. 3). But, as Stan Soloway, president
of the Professional Services Council, has said, the government “as an institution has
not invested in its people very well, they do not have the most contemporary skill sets
available” to handle complex business processes and technological change (Jossi, 2004,
Federal Times, p. 1). Some of the skill sets needed are those necessary to effectively
manage service contracts, and this has to change. It has never been more important
than it is now for the contracting and acquisition workforce to be well trained and
motivated to do their jobs.

The DoD contractors carry an increasing burden in
almost all areas of military operations.

The DoD contractors carry an increasing burden in almost all areas of military
operations. As Joseph Petrillo noted in a recent article, “Contractors may retain their
expanded role and even become more important in military operations. If so, managing
them needs to be an equally important part of defense transformation” (Petrillo, 2004, p.
36). Emphasizing this need is a DoD IG report on the Iraq reconstruction that examined
24 humanitarian assistance and other non-construction contracts worth $122.5 million.
Of these, 16 were for services and eight were for computer equipment. The IG found
that “In 22 of the 24 contracts, contracting officers did not support price reasonableness
determinations, and in 13 others little or no government oversight was provided after
award” (Federal Contracts Report, 2004, March 30, p. 339). In fairness, the IG did
recognize that part of the problem was due to the situation, but the IG also said DoD
needs to perform better in the future. Like the old contracting adage says, Where there
is no audit, there is no ethics. The recent Enron debacle provides an excellent example
of just how true this adage can be. This is not the way DoD contracting and acquisition
personnel want to be remembered in a contingency contracting environment, and it
is definitely not the way business is typically done. But good contract administration
requires commitment and resources, and this means action, not just words, on the
part of leadership. To avoid the situations discussed above, better planning and proactive management is needed to ensure adequate personnel are available for contract
management and oversight.
This sentiment has been recognized in DoD to some extent. A recent policy
memorandum from Diedre Lee, former Director of Defense Procurement and Acquisition
policy, in response to a DoD IG report, instructed DoD personnel to “consider the need
for increased vigilance and government oversight” on cost reimbursement and time
and materials contracts. It also prescribed the appointment of Contracting Officer’s
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Representatives (CORs), in accordance with Defense Federal Acquisition Regulation
Supplement (DFARS) 201.602-2 (Lee, 2004, September 13, p. 1). Essentially, the
DFARS says that CORs should be government employees qualified by training and
experience commensurate with the responsibilities to be delegated, and specified
limitations on their authority. This appointment is made by the contracting officer in
writing and the letter of appointment must be furnished to the contractor and the COR
and be maintained in the COR’s contract files. This may seem rather elementary, but as
we have seen in the GAO studies and DoD IG reports, these instructions are not always
followed. As we all know, in the heat of battle or the fog of war things have to be done
and sometimes the rules are forgotten or adapted to our purpose, but when the war is
over we still have to live with the result. In contracting this may mean we have to live
with the terms of the contract for months or even years to come.

Thus, in the final analysis, the legitimacy of an organization
depends on the rationality of their decisions.

Why is it important that DoD leadership insist on better contract management
and administration, aside from the obvious reasons of obeying the law, following
regulations, and protecting the government’s interest? It is important because in our
form of government the legitimacy of the organization to exercise political authority is
based on the public’s belief that government employees have technical competence and
expertise, are politically neutral, obey the law, and act rationally and reasonably in the
public interest (Rosenblum, 1993, p. 143). Thus, in the final analysis, the legitimacy
of an organization depends on the rationality of their decisions. If a service contract
cannot be monitored to ensure the government is getting what they paid for, then it is not
reasonable to award the contract in the first place. Failure to make rational, reasonable
decisions undermines the authority and legitimacy of the leadership, the organization,
and ultimately the government they represent.
Although the procuring contracting office may delegate many contract administration
functions under FAR 42.2, they typically retain most of the administration responsibilities
on a service contract and appoint a COR and other monitors to help ensure performance.
The contract surveillance policy in FAR 42.1103 basically states that the contractor is
responsible for timely contract performance and that the government will rely on their
quality inspection system. The inspection policy in FAR 46.102 states the government
will monitor timely performance and inspect work performed to make sure it complies
with contract requirements. The award as well as administration of the contract are
both objectives of the procurement process and both are important. With this in mind,
here are some suggestions for a simplified decision analysis for contract administration
that should help to avoid some of the more obvious problems. The following are some
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basic considerations in planning for the administration of a service contract (for a more
detailed analysis, see OFPP Policy Letter No. 93-1 and A Guide to Best Practices for
Contract Administration):
1. What is the dollar value of the contract and what will it cost for administration and
oversight? Weigh the costs against the need for surveillance.
2. Read the contract. Is a contract administration plan needed or required? The FAR
does not require a plan, but agency policy might require one. A formal plan may
be needed for large-dollar or technically complex contracts that place duties and
responsibilities on both contracting parties. If a plan is needed, keep it simple and
flexible.
3. Where will the services be performed, and are there qualified government employees
available at this location, or will relocation or travel be necessary?
4. How complex is the service(s) and is technical or contracting knowledge most
important? Maybe both are equally important. This is a judgment call and the type
and extent of monitoring will be determined by the dollar value, the complexity,
and the criticality of the service being provided.
5. Are costs associated with task orders and modifications reasonable? Document the
decision on cost reasonableness.
6. Is government property properly accounted for, protected, and being used for
government purposes? Remember, if there is government-furnished property it has
to be transferred to the contractor and this takes time. A property administrator
may need to be appointed.
7. Who will be responsible for contract administration and are their duties spelled
out? Who will inspect and accept for the government? If a COR is needed, is the
COR appointment letter adequate?
8. How will the contractor be held accountable and how will their performance be
documented? Remember, if it is not in the contract, the contractor cannot be held
accountable, and you can only request the documentation specified in the contract
or readily available to the contractor. On large contracts with only a few monitors,
you must decide what is important and how much you will inspect.
Contract administration is a complex undertaking and should merit serious
consideration and planning. The FAR 37.503 says that agency heads are responsible
for ensuring that staff are adequately trained to manage and oversee the contract
administration function. Although there is no substitute for experience, training can
go a long way in helping personnel administer contracts effectively. The Defense
Acquisition University (DAU) and many others offer training courses in contracting,
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COR/COTR training, and contingency contracting. These courses are available to
contracting personnel as well as non-contracting personnel and can help to avoid some
of the problems identified above.
Most improperly awarded contracts and poor contract oversight are not caused by
a lack of regulations and guidance. Rather, they are caused by ignorance of them or a
conscious decision to ignore them. Often the momentum to award a contract overrides
the need to see that there is proper contract administration. But the award of a contract
is of no consequence if it is not performed correctly, and the only way we will know if
performance conforms to the contracts requirements on a service contract is if we have
effective contract management and monitoring. Proper training and planning are critical
for the acquisition community to retain the public confidence and ensure the efficient
use of tax dollars. Failure of the government and DoD to do a better job of managing
their service contracts will invite Congress to step in and mandate changes in the law
and the organizations that may not be needed. If you have no contract oversight, or if
you have no capability for enforcing violations of the contract’s terms, more laws are
not the answer. The answer is to have a sufficient number of well trained and motivated
contracting and acquisition personnel available to administer the contracts. This will
require a transformation of leadership emphasis from contract award to contract
administration. Once contract administration and management is seen by procurement
personnel to be as important to leadership as contract award, especially in the areas of
training and career enhancement, this transformation will be complete. Then, at the
end of the day, contracting and acquisition personnel must act in the best interest of the
government always bearing in mind that “public service is a public trust.” If they do this
to the best of their training and ability, the mission will be accomplished and the public
interest should be well served.

Edward Allen Friar is a professor of contracting at the Defense
Acquisition University-South in Huntsville, AL. He has over 15 years
contracting experience with the U.S. Army, including the U.S. Army
Aviation and Missile Command at Redstone Arsenal in Huntsville.
Friar received his master’s degree in public administration (MPA)
from Arkansas State University and his bachelor’s degree in political
science from Southwest Missouri State University.
(E-mail address: Allen.friar@dau.mil)
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Although researchers in the fields of mathematics, psychology, biology, and social
systems theory have long used the concept of modularity, none of these fields
offered an explicit causal model of how and why increasingly modular forms are
adopted. The authors apply constructs and models developed in the study of
organizational modularity to explain the adoption of increasingly modular organizational designs in the U.S. military and offer some implications of this work for force
development, future concept development and experimentation, and acquisition.

T

here is a move underway to increase modularity in the design of our forces, as
evidenced in our National Military Strategy and in the family of Joint Operations
Concepts (see Figure 1). Many recent force-structuring efforts, especially by Army
Training and Doctrine Command (TRADOC), appear to increase the disaggregation of
forces into separable modular systems so they can be rapidly reconfigured to respond
to a wide variety of mission needs. However, at the same time that many forces are
being made more modular, other efforts appear to increase unit consolidation and joint
integration (e.g., Pentagon efforts to create born joint systems).
So what drives some force developments toward increasing modularity and others
toward increasing joint integration? When will forces benefit more from the flexibility of
modular systems versus the tight coordination of less flexible configurations? Although
researchers in the fields of mathematics,1 psychology,2 biology,3 and social systems4
have long used the concept of modularity, none of these fields offered an explicit causal
model of how and why increasingly modular forms are adopted. Recent work on product
and organizational modularity, however, has begun to tackle this question in an effort to
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Defeating adaptive adversaries requires flexible, modular and
deployable joint forces with the ability to combine the strengths of
individual Services, combatant commands, other government agencies
and multinational partners…. Adaptive organizations must be more
modular and support rapid reconfiguration of joint capabilities for
specific missions. Modular forces build on the core competencies
of each Service component while enhancing the strength of joint
operations.
—National Military Strategy, 2004
The U.S.-led force consists of capabilities-based, expeditionary,
networked, modular, adaptive force packages.
—Major Combat Operations Joint Operating Concept,
September 2004
Future expeditionary joint forces must be modular in design so they
can be quickly tailored to meet a wide range of contingencies.
—Force Application Functional Concept, February 2004
The command and control structure must be modular and t ailorable in
order to fit with a variety of organizations across the range of military
operations.
—Functional Concept for Battlespace Awareness,
December 2003

FIGURE 1.
EVIDENCE OF PUSH FOR INCREASING MODULARITY
IN FORCE DEVELOPMENT
understand when modular products or organizations will outperform their more tightly
integrated counterparts.5 This article applies constructs and models developed in the
study of organizational modularity to explain the adoption of increasingly modular
organizational designs in the U.S. military, and offer some implications of this work for
force development, future concept development and experimentation, and acquisition.

MODULARITY
Modularity can increase exponentially the number of possible task organization
configurations achievable from a given set of requirements and capabilities, greatly
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increasing the flexibility of a military force. Modularity is a general systems concept:
it is a continuum describing the degree to which a system can be separated and recom
bined, and it refers to both the tightness of coupling between elements and the degree
to which the rules of the system enable (or prohibit) the mixing and matching of
components’ capabilities.6
It is possible to view almost all entities—social, biological, technological, or
otherwise—as hierarchically nested systems, meaning that at any unit of analysis, the
entity is a system of capabilities and each of those capabilities is, in turn, a system of
finer capabilities until we reach some point at which the capabilities are elementary
particles, or science constrains our decomposition.7 The continuum from large joint
and multinational organizational systems (e.g., combatant or coalition commands) to
the single individual (e.g., soldier, sailor, airman, or Marine) as a stand-alone module
is indeed a wide one.
Furthermore, we can distinguish between a system capability and the context within
which it exists; if the system capability is a solution to a problem, the context is what
defines the problem. It might include the physical environment, inputs that eventually
become a part of the system, or even a point in time—anything that places demands
upon the system.8 The identity of any element as system capability or context is not
fixed; the level of analysis we choose determines this identity. For example, what the
Department of Defense (DoD) refers to as a standing joint force headquarters “core
element” (SJFHQ-CE) can be perceived as a system within a context of a wider
multinational and/or interagency task organization.9 If we move in the other direction,
we can deconstruct the SJFHQ-CE to discover it actually comprises predominantly
single-Service-department acquired and trained people, single-Service-procured
equipment, and so forth.
Many complex systems adapt or evolve, shifting in the pursuit of better fitness in
response to changes in their context or underlying capabilities.10 Often, however, a
system will not achieve an optimal fit with its context. First, inertia prevents a system
from being perfectly responsive to shifts in its context. Biological organisms may be
incapable of purposeful change, and evolution through variation, selection, and retention
requires many generations to achieve; organizations and other social systems tend to
resist change even when the environment provides strong pressure; and before we can
change socio-technological systems, we must often first fumble around in search of
better solutions. Although systems respond to fit their context, they may do so slowly
and clumsily.
Finally, it is also important to recognize that as a system shifts in response to its
context, it may also change its context in significant ways. For example, a new nonstate actor (such as the terror network Al-Qaeda) might create new potential inputs as
a by-product of its adaptation, or it might alter the nature of demands upon the system
by creating new competitive dynamics among systems—the system and its context
coevolve.11 Such change in context may be the unintentional result of the system’s
response to its context or the deliberate result of purposeful behavior.
The primary goal of deliberately increasing modularity is to enable heterogeneous
inputs to the system to be translated into a variety of heterogeneous capability
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configurations. Therefore, whether a system responds to a shift in its context (by
becoming more modular) is a function of both the degree to which the elements of the
system are separable and the pressure to be able to produce multiple configurations
from diverse potential inputs. What will be lost by separating the capabilities? Will the
ability to produce multiple configurations increase the system’s fitness? We address
both questions in turn to develop a model of modularity at the general systems level.
SEPARABILITY OF COMPONENT CAPABILITIES
The components of almost all systems are ultimately separable, though much may
be lost through their separation. We may disassemble products, split apart social
institutions, and even cut apart biological organisms. Some of these systems (e.g.,
computer systems) readily permit recombination of the separated modules and will
continue to function in desirable ways, while others (e.g., most biological organisms)
do not so readily permit recombination. Systems are said to have a high degree of
modularity when their capabilities can be disaggregated and recombined into new
configurations, possibly substituting new capabilities into the configuration, with little
loss of functionality.12 The capabilities of such systems are relatively independent of
one another; if they are compatible with the overall system architecture, they may be
recombined easily with one another.
However, even in systems in which recombination is possible, there may be some
combinations of components that work better together than others. The degree to which
a system achieves greater functionality through the specificity of its components to
one another is referred to as synergistic specificity—the combination of components
achieves synergy through specificity (i.e., a uniquely interdependent functionality) to a
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particular configuration. Systems with a high degree of synergistic specificity may be
able to accomplish things that more modular systems cannot; they do so, however, by
forfeiting a degree of recombinability. The system capabilities may be so interdependent
that any change in one may require extensive compensating changes in others in order
that integrated functionality not be lost.13 High levels of synergistic specificity act as
a strong force against the system’s shifting to a more modular design. For example, a
commander of a Marine Air-Ground Task Force (MAGTF) that habitually trains and
fights together, objects to a joint-force air component commander taking away his air
element for other missions outside the MAGTF.
The degree to which a system is separable is a continuum. Some systems are relatively
inseparable (though very few are perfectly inseparable); whereas other systems may be
decomposed easily with no loss of performance. Separability, influenced primarily
by the degree of synergistic specificity characterizing the system, will be one of the
strongest factors influencing whether a system will respond to pressures to become
more modular.
HETEROGENEITY OF INPUTS AND DEMANDS
When will the ability to produce multiple configurations increase the system’s
fitness? The answer is already revealed in the action of modularity, when there are
heterogeneous inputs and heterogeneous demands placed upon the system. The more
heterogeneous the inputs used to compose a system, the more possible configurations are
attainable through the recombinability enabled by modularity. Furthermore, the more
heterogeneous the demands made of the system, the more valued such recombinability
becomes.
INERTIA AND URGENCY
There is one more element we must consider, even at this very general level of
abstraction. As mentioned earlier, systems often exhibit inertia. They do not respond
immediately and vigorously to every external influence. Therefore, it is possible that a
system will be more or less modular than the balance of its separability, heterogeneity of
inputs and demands would otherwise indicate. The degree to which a system responds
to its context is influenced by pressures that create urgency to adapt.

MODULARITY IN FORCE DESIGN
Forces, like other kinds of socio-technical systems, are typically packages of
Service and coalition capabilities. For example, a multinational army division (MND)
might consist of a combined headquarters; a variety of national brigade headquarters;
and different sorts of functional battalions, companies, and platoons. Many of these
capabilities are designed separately by Service/national functional force developers
and then, once fielded, are task-organized by the designated MND commander. The
functional battalions, in turn, are packages of many other diversified entities based on
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equipment technologies, sub-professions of knowledge, and socio-cultural attributes
that combine to accomplish the MND missions.
Since all forces are characterized by some degree of coupling (whether loose or
tight) within and between Service capabilities, and very few Services have units that are
completely inseparable and cannot be recombined, almost all existing force elements
are to some degree modular. Some military organizational systems are highly modular
in that they can be decomposed into a number of elements that can be mixed and
matched in a variety of task organizations with little loss of functionality. The elements
can connect, interact, or exchange resources (such as material or data) in some way, by
adhering to standing operating procedures or other common coordination technologies.
Unlike a tightly integrated force (such as an M1A1 tank and its crew), where each
element is designed to work specifically—and often exclusively—with other particular
elements in a tightly coupled system, modular-designed units are systems of elements
that are more loosely coupled (such as an Air Force composite wing that has a diversity
of capabilities that can be mixed and matched).

Military systems can be made increasingly modular
by both expanding the range of compatible elements
(increasing the range of possible configurations)
and uncoupling integrated functions within elements
(making the system modular at a finer level).

Military systems can be made increasingly modular by both expanding the range of
compatible elements (increasing the range of possible configurations) and uncoupling
integrated functions within elements (making the system modular at a finer level).
Should a commander prefer to combine the Service/national-specific element with
other Service/national elements, the originating Service might eventually adopt a
standard input-output protocol (i.e., a standardized interface) that makes the element
compatible with other Service/national elements, thus employing joint/combined force
modularity. If pressure continues for even greater flexibility, the joint/combined force
commander might uncouple many of the functions of the core system, and begin to
detach them as modular elements that may then be combined in a greater number of
task organizations with both the Service capability and other Service or multinational
capabilities. In each of these stages, the task organization has become increasingly
modular. For example, a U.S. Army armored brigade combat team can be attached to
a U.S. Marine expeditionary force to create a heavier ground maneuver element, or a
French light armored division can be attached to a U.S. Corps, as occurred in the 1991
Gulf War.
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Service elements are typically developed in a way that employs modularity within
the Service, but does not extend the modularity to the joint/combined force commander.
For instance, departments design their elements so that particular personnel can be
reassigned in a variety of elements, thereby employing economies of substitution.
Different elements might be included in multiple unit configurations, but the provision
of forces themselves do not allow for joint/combined commander discretion over
internal configurations.
Modularity within the design of military elements not only enables economies in
design, but may also greatly simplify coordination. If born-joint systems must be tightly
integrated and optimized for each other, systems development often requires that all
Services be involved in such design and fielding and must work in close contact. A
modular design, in contrast, can enable the task organization process to be decentralized.
A Service that creates a well-defined joint interface can allow the Services working on
particular elements to operate in whatever departmental configuration they deem most
desirable (even if that means that the departments design the configurations with high
autonomy) and still be assured that the elements will interact effectively with other
Services’ elements.
There are a number of advantages and disadvantages to employing increasingly
modular designs, and the most-cited advantage is modularity’s ability to greatly increase
flexibility in the task organization by allowing a variety of possible configurations.
Modular organization can give commanders greater discretion over the function
and scale of the desired task organization, enabling them to choose building-block
capabilities more closely suited to their unique mission needs. In the case of joint
or multinational force modularity, such organization also enables commanders to use
elements from a variety of different Services or nations, rather than be locked in to a
single Service or nation.
By applying the general modular systems framework developed earlier in the article
to the specific case of modularity in military elements, we can simultaneously gain
a deeper understanding of modularity as a general systems concept and explain why
the dominant design of a system should migrate toward or away from increasing
modularity.
SYNERGISTIC SPECIFICITY IN FORCE CAPABILITIES.
Integrated forces can achieve synergistic specificity both in the obvious way, through
providing greater functionality by optimizing capable elements to work together, and in
not-so-obvious ways, through providing greater confidence that capabilities will work
well together and obviating the need for commanders to task-organize them.
Some forces may work better if designers optimize particular sets of other likeService capabilities. This is often argued to be the case for special operations forces
(SOFs), and it might explain the migration from many independent SOF Service
elements to jointly integrated SOF packages, even though joint SOF elements are
not as easily transferable for conventional force commanders. Furthermore, more
recent pressures for compatibility between SOF and conventional forces pressured
commanders to consider a greater degree of integration, further encouraging forces to
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become more homogeneous. At the same time that SOFs are pressured to become less
differentiated, there is growing demand to make existing Service SOF-differentiated
elements work better together (hence the creation of U.S. Joint Special Operations
Command). Through such integration and specificity, the SOF community is yielding
much greater capability.
If it is difficult for a commander to choose appropriate elements or to task-organize
those elements into the proper effects-based configuration, then a non-modular force
structure may offer the commander additional functionality by eliminating selection
and task organization responsibilities—he or she would ask for an integrated unit
rather than a modular capability. For commanders to choose blocks of capability of a
modular system, they must be willing and able to distinguish among the performance,
quality, and value attributes of different capabilities, which frequently calls for great
understanding of how the capabilities work individually and interactively. For simpler
elements or those products where quality and performance are easily measured and
the interaction among capabilities is well understood, commanders may have great
confidence in their own ability to choose among elements. However, where quality
or performance is difficult to assess, they may be more likely to rely on a Service or
national expert to choose capabilities.

Even in choosing among given Service or national
capabilities, commanders may vary in their degree of
knowledge and motivation.

Even in choosing among given Service or national capabilities, commanders may
vary in their degree of knowledge and motivation. For example, although the average
commander might request non-modular, single-Service or national units (using
reputation and limited socio-technical information to assess overall system quality),
more sophisticated commanders would select more modularized elements of capability
individually from multiple Services or nations to task-organize a system that more
closely matches their mission performance requirements.
Where element capability quality is difficult to assess or uncertain, commanders
may choose packaged or pre-integrated units that are believed to provide an acceptable
quality across elements, but lack a visibly high granularity of capability functionality.
The development of standardized interfaces (e.g., blue force tracking, “identification
friend or foe,” linking technologies) can enable greater modularity in forces while
preserving their functionality or ease of task organization. Standardized interfaces
facilitate the mixing and matching of force elements to ensure that they will work
well together. Without such standardized interfaces, Services might be able to provide
elements that could be mixed and matched with other Services’ elements by developing
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specialized interfaces that coordinate the capabilities among particular elements;
however, the costs of developing such specialized interfaces are high, and the choice
among configurations would be confined to those options predetermined by the Services
that had produced the interfaces.
HETEROGENEITY OF INPUTS AND DEMANDS
The inputs into a force development system include both the technological options
available to achieve particular functions and the resources and capabilities of the
Services/nations involved in the development process. Heterogeneity in these inputs
will increase the value obtained through modular force configurations.
When there are diverse technological options available to be incorporated into a task
organization, modular force designs will be more attractive to both commanders and
developers. For example, such a diversity of options might compel force developers
and acquisition professionals to seek more flexible solutions because being tied to
a single commercial source is less attractive. First, the number of available product
configurations achievable through modularity is a direct function of the number of
available technological capabilities from which the Services may choose. A wider
range of modular capabilities quickly multiplies a developer’s product configuration
options, greatly increasing the gains from modularity. Second, commitment to a single,
integrated product system imposes an opportunity cost equivalent to the next best option
available. When many different options are available, this opportunity cost is likely to
be higher because the next best solution is likely to be better than a situation when there
are few options available. Third, when there is great diversity in available technologies,
the developer faces more ambiguity about the best option; when there is little diversity
in the technological options, developers sacrifice less by being committed to a single
vendor, and they face less uncertainty about their technology choice.

When there are diverse technological options available to be
incorporated into a task organization, modular force designs
will be more attractive to both commanders and developers.

Diversity in the available technological options also makes modularity more
attractive to the defense industry. It is usually difficult and costly for an industry to
support multiple technologies.14 Very often, defense industries must choose one or two
technology designs, gambling on those they believe to be best matches for (1) their
capabilities and/or (2) Service requirements. As with Service force developers, a large
number of diverse options can increase industry’s ambiguity about which technology to
support. Furthermore, if the various technologies are incompatible (and products based
on the technologies are, therefore, only offered as integrated systems), the industry
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might face a win-or-lose scenario by it either becoming a Service sole supplier of an
entire product system, or it does no business at all with the Service.
Under conditions of technical modularity, the defense industry does not face such a
win-or-lose scenario. Modularity enables compatibility between disparate technologies,
lowering the risk to a company that is gambling on a particular technology. Multiple
technologies can coexist more peacefully. The company does not have to compete for
a Service’s business for an entire system; it can compete for a particular capability,
focusing on a technology in which it excels, allowing other vendors to supply other
technologies. This is a key advantage to defense procurement policy—focusing on
technological modularity rather than on proprietary acquisitions.
U.S. armed forces and potential coalition militaries have individual sets of core
capabilities that distinguish them from others. Forces often are made up of capabilities
that draw from different underlying technologies, deployment and employment
requirements, or other required skill sets. Because Services have different capabilities,
a given Service may have a set of capabilities that put it at a performance or cost
advantage in producing some force elements, while putting it at a disadvantage in
producing others. Diversity in the technological options available and differentiation
in military capabilities will reinforce each other. The more differentiated military
capabilities are, the more likely Services/nations will be to produce disparate force
module options; likewise, the more options available to Services/nations, the more
likely they will be to specialize in different things.

Diversity in the technological options available
and differentiation in military capabilities will
reinforce each other.

Furthermore, when technological options and differentiation increase, they can
spark a mutually-reinforcing process that propels force design even further down a
modularity trajectory. First, the more different the sets of skills are among Services/
nations and their subcomponents, the more attractive modularity becomes, because
it enables disparate capabilities to be combined. Second, the use of modular force
designs enables Services/nations to further specialize, encouraging them to pursue
unique learning curves and increasing their differentiation from other Services/nations
and potential adversaries. Thus differentiation leads to increasing modularity, and
increasing modularity leads to even greater differentiation (see Figure 3).
Mission heterogeneity (i.e., “full spectrum operations”) is an important factor
that influences whether force design will migrate toward increasing or decreasing
modularity. When most joint commands desire roughly the same types of capabilities,
and their requirements for each individual capability are comparable, a Service is able
to produce a force structure that is close to optimal for the majority of commands.
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FIGURE 3. FACTORS INFLUENCING THE MITIGATION TOWARD (OR
AWAY FROM) INCREASING FORCE MODULARITY
Through integrating force design, the Service may be able to create performance or
cost advantages that outweigh the sacrifices regional commanders will make in not
being able to choose uniquely capable subcomponents.
Alternatively, when commanders for particular mission solutions have very different
needs, it is more difficult for a single integrated Service or joint solution to closely
match their idiosyncratic requirements. Consider the differences in regional combatant
commands and the types of operations underway or expected (e.g., major combat
operations followed by or simultaneous with small unit actions, natural disaster relief
efforts, supporting homeland security, etc.). Combatant commanders naturally have
heterogeneous preferences for the type of capability they wish to have and for how
and in what battlespace the capabilities will be deployed and employed. Until recently,
regional Service capabilities were highly fragmented in terms of design according to
regional needs (e.g., a U.S. infantry division in Korea was very different from the
one stationed in Europe). The end result was a high-quality system of forces that had
unique capabilities.
With the advent of larger global requirements and a relatively steady total force
capability, any force will need to be redesigned to be capable of redeployment to
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another region; hence, there is more pressure to standardize capabilities to globalize
force management. A future return to regional focus with decreasing heterogeneity of
demands and inputs will have reinforcing effects upon each other; hence, force design
would return to more nonstandard capabilities.
URGENCY IN MILITARY CONTEXT
Speed of technological change and competitive intensity are among the primary
factors that create urgency in the context of force development and systems acquisition.
Such factors increase the likelihood of the system’s responding to pressures to become
more modular. Alternatively, when there is low urgency in the context, or when a
region (or group of regions) is so powerful that it experiences less urgency, the system
may be pushed (or retained) at a point on a trajectory that seems a poor fit with the
balance of the demands of its context and the synergistic specificity of the system.
For example, Services might wish to prevent the adoption of modular force designs
because modularity would decrease their common use or structural design control.
One of the major factors increasing the pressure to migrate toward modular force
solutions is the speed of technological change. Where technology advances rapidly,
commanders and Services require flexibility to respond to the rapidly changing inputs
and demands. High-speed technological change can increase the rate at which new and
heterogeneous inputs proliferate and, by rapidly expanding the scope of possibilities
for commanders, nurture the rapid evolution of differing demands. Because the force
design must be able to adapt quickly to fulfill changing demands (or to incorporate
changing inputs), a modular solution becomes very attractive. For commanders,
modularity reduces switching costs and enables them to upgrade a particular capability
without replacing the entire system.
Modularity also can impact the price Services pay for technology. In an industrial
base characterized by product design modularity, defense contractors might benefit
by increased specialization. Consider first the opposite scenario. A firm that produces
all the capabilities of a system faces greater fixed and variable costs: it must have
the equipment required to produce a variety of capabilities, not all of which will be
based on the same manufacturing technologies; it might have to employ more people
to ensure a wider range of available skills; it will likely have higher inventory costs
because it must hold a wider range of raw materials and end products; and it might face
greater setup costs to vary production.
Furthermore, technological modularity can increase competition among capability
providers, because it lowers both Service switching costs and entry barriers by enabling
competitors who only produce one or a few capabilities (but not the entire system)
to compete for defense contracts. This can result in greater pressure on firm profit
margins and lower costs for Services.
Modular technical systems offer an attractive quality. By encapsulating proprietary
technology within a capability that conforms to an open standards-based architecture,
Services can reap the advantages of jointness (and perhaps multinational-ness with
international standards) with a wide range of complementary capabilities, while still
retaining the force generating potential of their Service-unique capability. Network-
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centric capability can increase the pressure in favor of modular systems so that
capabilities can be more easily networked.

CONCLUSION
In conclusion, the model of force modularity has immediate implications for force
management and defense acquisition policy. The ability to predict and explain a military
force system’s migration toward increasing or decreasing modularity should prove very
valuable to force developers.
There is much left to be done before we can have great faith in the model’s ability to
explain the integration and disaggregation of different kinds of systems. Such issues as
how to aggregate force readiness reporting and how to create inter-module swift trust15
are key challenges. However, if future concept development and experimentation
refines and validates the model, we will have a powerful tool for understanding the
nature of force modularity. Even if the model fails under future scrutiny, but in the
process spurs the development of better models that can achieve such a task, it will
have served a useful purpose.
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SOCIAL NETWORKING
ANALYSIS:
ONE OF THE FIRST STEPS
IN NET-CENTRIC
OPERATIONS
Tom Edison
Improving net-centric operations (NCO) implementation and transformation
initiatives are key focus areas across the Department of Defense (DoD). More
specifically, the Defense Acquisition University (DAU) assisted the Office of the
Secretary of Defense, Office of Force Transformation (OFT) in its efforts to create
opportunities to align with academic institutions and accomplish research on
specific NCO topics. For example, a three-day class was conducted at DAU on
the key processes and concepts involved in implementing NCO. One key concept
presented in the class was social networking analysis (SNA). This article will review
some of the concepts and theories of SNA, the history of research in the field, and how
this management tool can enhance DoD transformation to a net-centric operation.

T

he study of management has transformed significantly over the last 30 years.
Aiding in this transformation has been the introduction of theories and concepts
from varied fields of study, including organizational behavior and economics,
as well as the fields of biology, sociology, and anthropology. The field of biology in
particular has enabled the study of management to better understand and theorize about
the interrelations, connections, and networks that occur in and between organizations.
It also helped introduce a systems or network approach to management that forms the
basis for a greater understanding of the effects of technology, diversity, structure, and
strategy on organizational performance and for Department of Defense (DoD) troop
and leader effectiveness in the combat environment (Perez & Kedia, 2002).
How has management thinking been transformed over the last 30 years, and how
can this knowledge of transformation aid in our understanding of general management
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theories and innovations in the DoD? Let us first look at some of the early history of the
development of management into a more exact discipline. Its relationship to another
expanding field of study, social network analysis (SNA), is important to aid the reader
in understanding some of the current trends in the field of management. Many of the
concepts and ideas developed in this paper came from the work done by Liliana M.
Perez and Ben L. Kedia (2002).

It is important to understand how network analysis
came to form part of current management thought and is
transforming the ways of thinking about social relationships
in management and leadership in government and
commercial organizations.

NETWORK ANALYSIS
Social network analysis, used throughout sociology, has surfaced as a method that
helps explain interrelationships between actors (i.e., individuals, groups, team members,
organizations, and countries) (Perez & Kedia, 2002). It is important to understand how
network analysis became incorporated into current management thought and how it is
transforming management’s way of thinking about social relationships and leadership
in government and commercial organizations. This paper will highlight how network
analysis has become relevant to management studies, how it is transforming how
we study social relationships, how it can be used to understand how actors interact
(especially under stress or chaos), how it can be used to understand behavior, what
are effective member characteristics to improve networking, how all of these elements
affect performance, and how performance can be better analyzed and interpreted using
network analysis.
Valente (1995) explained that a “network is the pattern of friendship, advice,
communication, or support that exists among members of a social system” (p. 31).
A social network is a series of choices by actors that are either positive (creating a
contact) or negative (not creating a contact). They are based on some criterion (e.g.,
liking/necessity or disliking/non-necessity) (Moreno & Jennings, 1938; Moreno,
1941; Hommans, 1986). An actor’s network is the social structure in which he or she
is embedded. In other words, it refers to all the relationships or ties between actors.
These ties can be strong or weak (Granovetter, 1973), depending on how close the
relationship is between the actors.
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Social network analysis is a methodology used to analyze the relationships, ties, and
communication occurring between actors by determining who has relationships with
whom (Valente, 1995). The SNA involves the study of the choices made by actors in a
social environment. A more refined use of network analysis is defined by other authors
as organizational network analysis and has been used more recently in works by policy
and political experts when discussing the networks used by terrorist groups (Arguilla
& Ronfeldt, 2001). There are different uses of the application of network analysis.
The next section will highlight the theory and application of SNA in comparison to
organizational network analysis. Organizational network analysis infers focusing on
the network more as an organizational structure and less on its social interactions and
connections. This paper is concerned about both aspects, social and organizational,
in the explanation of network analysis. This distinction is introduced here to help the
reader understand there is a difference in these two concepts.

ORGANIZATIONAL NETWORK ANALYSIS
The actors in SNA consist of individuals or other groups in the organization, such
as teams, departments, divisions, companies, and industries when forming networks
of contacts. These contacts can be formal alliances, cooperatives, interlocking
directorates, intergovernmental relationships, supplier/customer relationships, and joint
ventures or they can be more informal, from chance meetings or relationships based
on mutual goals that are not legally binding. Usually they occur for some common
benefit, like a transfer of knowledge, power, economies of scale, access to new markets,
legal conformance, and/or institutional legitimacy in order to understand the social
structure of the competitive arena (Perez & Kedia, 2002). The “network structure is not
used to predict attitudes or behaviors directly. It is used to predict similarity between
attitudes and behaviors” (Burt, 1992, p. 11). Moreover, “network analysis can be used
to understand the flow of personal influence by enabling researchers to define what
influences whom in a social system” (Valente, 1995, p. 2).
Kedia and Perez (2000) highlighted that network analysis can be done through
focusing on four different elements of networks: the characteristics of the network
(i.e., characteristics with respect to the form versus the relationships), the types of
actors in the network (i.e., central versus peripheral positions and active versus passive
roles), the scope of the network (i.e., international versus domestic networks), and
the type of diffusion network (e.g., structural equivalence versus cohesive ways to
diffuse information in the network). Network analysis can help focus on the types of
actors in the network and the power of SNA can be used to understand and interpret
how individuals and/or teams can affect the ability of other teams to perform. Social
networking can transform how we study and understand team member dynamics. In
general, it can be a powerful tool in DoD for understanding human interactions and
network interactions, especially when confronting the fog of war.
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EARLY APPLICATIONS
Network theory was probably first introduced in the field of electrical and electronic
engineering (Murdock, 1927). However, network analysis was first introduced in the
social sciences through the work of anthropologist Alfred Reginald Radcliffe-Brown
(1881–1955). He introduced his concept of social structure that discussed the metaphors
of the fabric and web of social life (Scott, 1949).
These textile metaphors aided in the understanding of the structure of relations
through which social actions were organized and SNA came to be (Scott, 1949).
Network images were initiated in sociology through the pivotal studies in sociometry
of the Austrian psychoanalyst Jacob L. Moreno in 1932 and 1934 (Freeman, 2000).
Network analysis as we know it today was first formulated in the work of Moreno and
H. H. Jennings (Moreno & Jennings, 1938; Moreno, 1941). They suggested that there
are structural processes observed in groups that are best understood by networks. They
highlighted that after an actor develops a connection with one person, these actors
also have the ability then to link with other actors who also form a like ability for
interpersonal selection and linkage. Moreno and Jennings (1938) highlighted that this
is considered growth in structures since these linkage abilities develop over time and
help the network expand. These authors also focused on the fact that an actor can
develop several social aggregates that occur from varying criteria. In addition, actors
are attracted to some individuals, but not to others, creating the foundation for networks
that do not overlap each other and isolate those who are not selected for linkage in the
network being created (Perez & Kedia, 2002).
Moreno (1941) also introduced some characteristics of networks. He discussed
networks as being psycho-social networks, and that network sizes varied. They could
be limited to a specific location or throughout different communities. He also explained
the reasons why actors are linked to certain others and not everyone. He explained
that these characteristics could explain why organizations or units grew or decayed.
Moreno (1938) also identified actors in the network as to their specific role or function.
Individuals could either be active or passive. His work represented the first attempt to
understand characteristics of actors and networks that affected their nature or ability to
perform, and introduced the concept that networks could be analyzed, its members or
actors surveyed and understood, and the overall performance of the network interpreted
in relationship to the individual analysis of the members or actors of the network.
Moreno and Jennings (1938) introduced the theory of networks, they did not,
however, expand its capacity to study relationships in management (Perez & Kedia,
2002). This was done through the works of others in sociology and anthropology, which
is reviewed below.

SOCIOLOGY AND ANTHROPOLOGY
In sociology, Boissevain (1968) proposed a distinction between the intimate, effective,
and extended zones of the network. The intimate zone is composed of those people who
are on closest terms with the anchor actor. The effective zone consists of those people
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whom the anchor individual is on less intimate terms and from whom they can expect
less than the members of the more intimate network. The extended zone are those
people who the anchor individual does not know at all but could contact if needed. In
sociology, Granovetter (1973) explored the strength of ties in job hunting. He analyzed
both weak ties (acquaintances) and strong ties (family and friends) and found that weak
ties are a vital component of the overall social structure because they link otherwise
disconnected social clusters into a broader network of connected actors.
In anthropology, Barnes (1969) introduced the distinction between stars and zones.
Stars are links beginning at any selected person in a network with others in that network.
The direct links constitute a first order star. The indirect link is to a person through
others called the second, third, or higher order star. Zones are the stars together with the
links among the persons in a star of any order (Perez & Kedia, 2002). Barnes interpreted
the links and how they affected the actors in the network in terms of influence and
information.

In sociology, Boissevain (1968) proposed distinctions
between the intimate, effective, and
extended network zones.

Mitchell (1974) discussed the social network literature in anthropology and sociology
and helped explain the different ideas they introduced. He highlighted that there was
still a debate as to whether network theory was an approach, or way of thinking, rather
than a theory. Mitchell (1974) states that most authors who use social networking
to analyze data do not create a formal network theory. He stated that in his way of
thinking “there is no network theory in the sense of basic assumptions together with a
set of derived propositions which are interlinked and capable of being tested” (p. 238).
He does emphasize, however, that according to these criteria there are few theories in
social anthropology.
The study of the diffusion of information in networks was significant in network
analysis. Burt (1983, 1987), in his early work, studied different network models of
diffusion. He discussed that social contagion occurs when people use one another in
a network to manage the uncertainty of innovation. This social contagion includes an
individual who has not adopted an innovation, called the ego, and an individual who
has already adopted it, called the alter (Burt, 1987). The cohesion model focused on the
socialization between ego and alter. The more effective the communication is between
alter and ego, the more that the alter’s adoption of the innovation will trigger the ego’s
adoption of it. The structural equivalence model involves the competition between
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alter and ego. “The competition of people merely using one another to evaluate their
relative adequacy” (Burt, 1987, p. 1,291). Structurally equivalent people have the same
position in the network and they have identical relations with all other individuals in
the network.
Burt (1992) created the structural hole and added to the type of tie that could occur
in a network. Structural holes are “the separation between non-redundant contacts”
(Burt, 1992, p. 18). Because two non-redundant actors are connected by a structural
hole and are not directly linked, they both benefit the network more than if they were
connected; they provide benefits that are more additive than overlapping.

The more effective the communication is between alter and
ego, the more that the alter’s adoption of the innovation will
trigger the ego’s adoption of it.

Major characteristics about social networks and ancestors in the social networks are
related to the concept of centrality (Friedkin & Slater, 1994). Centrality relates to an
actor and the position they have in the network. Friedkin and Slater (1994) focused on
the interpersonal effects of an actor in a network and highlighted that for the most part
the centrality of the individual determines their influence as an actor in the network.
Network analysis was first conceived by Jacob L. Moreno (1938, 1941) in his work
on sociometry. However, the entire conceptualization of network analysis has been a
product of years of work from anthropologists and sociologists.

CONCLUSIONS
This article highlights some recent transformations that are occurring in the field
of general management theory. Network analysis, with its connection to biology,
sociology, and anthropology, has been linked through its study of networks (and how
people communicate and socialize) to management theory. To determine how and why
some government organizations outperform others, there is a need to study “the entire
elephant.” Research should not necessarily be based on a single management theory.
Researchers need to transform how and where they study. They need to study different
fields to determine how humans interact or link to other humans. We need to alter our
thinking to include network analysis.
The field of network analysis has helped to transform the study of management
theory. Network analysis can be, and in many cases has been, used to provide a more
integrated approach to management that has enabled managers and researchers to obtain
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a greater understanding of and appreciation for the effects of various attributes (like
technology, diversity, structure, and strategy) on performance. Network analysis can be
a powerful and profound tool in the right management theorist or practitioner’s toolkit.
It can also be a meaningful technique to aide in the transformation of management
thinking within the DoD and help introduce the concept of networking and net-centric
operations into general management thinking and research. In fact, social network
analysis is one of the main concepts used by the Office of Force Transformation (OFT)
to study the dynamics and personal interactions occurring in the battlefield. The goal
is a universal understanding of its theories and its potential use in war and peacetime
operations.
The OFT has introduced social network to its list of tools that can be used to help
explain the forces and influences that determine how decisions and choices are made—
especially during periods of crisis and facing the fog of war. The impact or study of
networks has thus expanded from the common use of networks to explain the influence
of the electronic networks on management and decision making to include the social
network. The information in this paper helps to explore the field of social network
analysis, which is believed to be the first step we can take to become more NCOoriented, helping to transform how we conduct business in DoD. The SNA helps to
understand how people network and how this affects the way we operate and function.
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DEVELOPMENT AND
ANALYSIS OF INTEGRATED
C4ISR ARCHITECTURES
Kristin Giammarco, Michael Carlomusto, and J. D. Lock
The U.S. Army continues to struggle with creating doctrinally correct, robust,
consistent, and all-inclusive operational, system, and technical views based on
the Department of Defense Architecture Framework. Having detailed, integrated,
and up-to-date architecture views is essential to answering questions involving
alternative system designs and operating procedures, conducting gap, overlap,
and connectivity analyses among programs of record, and providing traceable data
upon which to base near- and far-term acquisition decisions as the armed services
undergo Transformation. This paper presents an overview of the CommunicationsElectronics Research, Development, and Engineering Center Command, Control,
Communications, Computer, Intelligence, Surveillance, and Reconnaissance
(C4ISR) methodology for developing and utilizing integrated architecture
products for the purposes of C4ISR System-of-Systems engineering analyses.

I

n support of Army leadership’s efforts to make prudent and efficient acquisition
decisions at the system-of-systems level, the Research, Development, and
Engi
neering Command (RDECOM), Communications-Electronics Research,
Development, and Engineering Center (CERDEC) has developed a structured and
repeatable methodology for producing and analyzing integrated Command, Control,
Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR),
Department of Defense Architecture Framework (DoDAF) (DoDAF Architecture
Framework Version 1, 2003) products. This integrated architecture process is a major
component of the larger CERDEC Systems Analysis Processes and Tools (CSAP&T)
methodology, which is a comprehensive systems engineering approach to the integration
of architecture, Modeling and Simulation (M&S), and experimentation activities at
CERDEC. Architecture products are used by CERDEC as vehicles for storing and
relating essential information for analysis. They are designed to contain information
needed for M&S, and be validated and updated based on virtual, live, and constructive
experimentation.
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The process described in this paper has evolved over the course of numerous studies
done by the CERDEC Architecture and Systems Engineering Office (ASEO) for various
Army customers, growing in fidelity and capability with each study. It is implemented
at CERDEC using a tool called The Complete C4ISR Architectural Tool (TCAT), which
was developed by CERDEC to meet specific M&S requirements for the architecture
products and to improve traceability and reusability of data. The TCAT consists of
a relational database with customized structured query language (SQL) scripts that
present architecture information in the form of human-readable operational and system
views and/or data files for use in other databases or spreadsheet programs, as well as
M&S network simulation tools such as OPNET and QualNet. The TCAT database has
been designed to be “tool agnostic,” meaning data can be moved into and out of TCAT
as long as a common, specific data model is used. One of the specific data models used is
an Extensible Markup Language (XML) implementation of the Core Architecture Data
Model (CADM). The CADM XML tables are used to give a common structure to data
in the Defense Architecture Repository System (DARS), a repository through which
data may be shared with other architecture communities. Architectures in CERDEC’s
C4ISR database are scoped to operational, system, and technical elements in Army
Tactical and Operational echelons to a degree of fidelity (e.g. command post, platform/
vehicle, staff section, dismounted soldier) that corresponds to source data availability
and the scope of the architecture analysis being conducted. The process described in the
following sections is currently implemented from the dismounted soldier through the
Unit of Employment and can further scale to encompass all elements within the Global
Information Grid (GIG) in a standardized form suitable for Joint C4ISR system-ofsystems analyses. As such, the intent of this paper is to offer a high-level description of
CERDEC’s integrated architecture methodology for peer evaluation of its applicability
to Joint architectures and to solicit feedback for improvements as the requirement for
system-of-systems analyses continues to grow in scope and fidelity.

ARCHITECTURE DEFINED
In an integrated architecture framework, all of the operational views (OVs), system
views (SVs), and technical views (TVs) are connected and consistent with one another.
The relationships between the views are what define the actual architecture, and it is the
common data elements among the views that provide the integration.
Table 1 summarizes the definitions (DoDAF, 2003) for each type of view. The
all view (AV) contains high-level summary information about the architecture and
includes references to the OVs, SVs, and TVs that make up the architecture. Because
the architecture products are specifically developed for the purpose of conducting
analyses, CERDEC also includes in the AV-1 the analysis questions being addressed,
lessons learned, and tables showing OV/SV/TV traceability to the analysis questions
and to the consumers/stakeholders, respectively.
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TABLE 1. PRODUCTION AND ANALYSES METHODOLOGY
View

Definition

All View (AV)

Overarching aspects of an architecture that relate to all three of
the views (e.g., scope, content).

Operational View (OV)

Description of the tasks and activities, operational elements,
and information exchanges required to accomplish or support a
military operation (e.g., information flows, information exchange
requirements [IERs]).

Systems View (SV)

Description, including graphics, of systems, and interconnections
providing for, or supporting, warfighting functions. Associates
physical resources and their performance attributes to the
operational view (e.g., platforms, systems, speed of service,
maintainability, availability, priority, security classification).

Technical View (TV)

Minimal set of rules governing the arrangement, interaction, and
interdependence of system parts or elements, whose purpose
is to ensure that a conformant system satisfies a specified set
of requirements (e.g., technical standards, implementation
conventions, standards options, rules, criteria).

BASIC TENETS OF C4ISR ARCHITECTURE ANALYSIS
In order to obtain consistent and meaningful analysis results, the CERDEC
integrated architecture methodology and its implementation in the TCAT database
are based on fundamental principles of C4ISR architecture development, as follows:
The process used to create the architecture is an integral part of the architecture
itself. A clearly defined and standardized process for architectural view development
is employed for each study to ensure that a thoroughly consistent and integrated
architecture is produced. Architecture products integrated and generated using TCAT
are dependent upon certain practices that are observed throughout the architecture
development process. These practices include obtaining relevant reference materials
early on, utilizing appropriate subject matter expertise to extract required information,
defining the relationships among key operational systems and technical data elements,
and documenting assumptions regarding ambiguous or absent source data. Thus, the
methodology, reference materials, and data element relationships and assumptions are
delivered along with the architecture views for completeness and traceability.
The basis of all architectures is the User’s needs. The input of the specific operational
unit for which the architecture is being generated is required to ensure that the operational
views reflect the doctrinal requirements and standing operating procedures (SOPs) of
the unit. Also required are the specifics on how that unit would operationally employ
each fielded system in the architecture. The modeled unit’s input is a critical part of
the methodology that ensures the validity of the architecture’s operational, system, and
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technical views, and therefore the validity and applicability of the resulting C4ISR
traffic model and subsequent analysis results.
Operational, system, and technical views must be consistent. All products defining
the same architecture are related and connected. An internally consistent architecture
will have technical views that trace back to its system views and system views that trace
back to its operational views. Without this interconnected traceability, a comprehensive
identification of gaps between systems and operational functions/needs, and the
impact of those gaps, would not be possible. A major part of accomplishing inherent
consistency within an architecture is the early identification of source information
needed to populate all of the relevant framework products. This source information
is needed to understand and establish relationships among the source data elements
that populate the views common to an architecture. Though certain source data values
may not be immediately available, it is important to anticipate which data fields (i.e.
data elements, such as producer, network service, security classification, etc.) will
be subsequently required in analysis. Knowing which fields will be necessary in the
architecture products at the outset of a study allows more time for collecting the field
values and reserves placeholders for these values in each relevant architecture product.
As the values are obtained, the architecture views are populated with relevant data.
In this way, the architecture products are used as vehicles for storing and relating the
data needed for analysis, and any change made in one view automatically propagates
through all affected views.

METHODOLOGY OVERVIEW
Before populating a single architecture product, the objectives of the analysis task
and the questions to be addressed are determined. Once the purpose of the analysis is
clearly established, AV products are drafted to document the scope of the architecture,
and the data elements necessary to complete that analysis are identified. The architecture
framework products that would contain those elements are then selected as appropriate
vehicles for representing the data elements for analysis.
The AV-1 (Overview and Summary Information) is updated throughout the
development of the architecture to summarize the scope, purpose, context, tools and
file formats, findings/recommendations, and issues/lessons learned. The AV-1 serves
two related purposes: 1) it serves as a planning guide during architecture development,
and 2) upon completion of the architecture, the AV-1 is revised to document conclusions
reached from the overall architectural development experience. The AV-2 (Integrated
Dictionary) keeps track of terms and definitions used in the architecture. This integrated
dictionary consists of textual information in the form of a glossary, including definitions
of acronyms and architectural elements (e.g., activities, information flows, operational
elements) used in the architecture. The AV-2 is an accompanying reference to the
other products, and its value lies in the provision of unambiguous definitions among
developers and users of the architecture.
Once the initial information for the AVs is identified, the necessary source data
is assembled. The source data consists of the elements necessary to populate the
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architecture framework products undergoing analysis. Since CERDEC uses the data in
architecture products in M&S, there is a requirement for detail not commonly captured
in existing DoDAF products. This detail is needed in the operational and systems
exchange requirements in order to create an adequate model of C4ISR traffic within
an operational unit. The foundation source data elements that are used to construct the
architecture are as follows:
1. Force Structure Elements – Command centers, platforms/vehicles, staff sections, or
individual soldiers that constitute the communicating operational entities within the
organization. Also referred to as Operational Elements or Operational Entities.
2. Operational Tasks – Doctrinal activities performed by units and staffs in support of
a mission, extracted from the Field Manual (FM 7-15) of the Army Universal Task
List (AUTL) and the Chairman, Joint Chiefs of Staff Manual (CJCSM 3500.04C)
Universal Joint Task List (UJTL). Operational Tasks are also sometimes referred to
as AUTLs/UJTLs.
3. ReMITs (Reports, Messages, ISR, Telemetry) – This document is a catalog of
approximately 570 specific types of C4ISR information that can be exchanged on
the battlefield. It serves as a master pick-list of messages from the standard Variable
Message Format (VMF), United States Message Text Formatting (USMTF), and
Field Manual (FM 101-5-2) of U.S. Army Report and Message Formats, as well as
Commander’s Information Requirements (CIRs) and some Future Force messages
not yet documented elsewhere. This master list was compiled with definitions by
CERDEC and the TRADOC Analysis Center (TRAC), and is formatted for use in
detailed analyses. This information is also referred to as C4ISR Products or C4ISR
Information Elements.
4. Format Parameters – Each ReMIT has a specific perishability, cost of failure,
precedence and security classification. ReMITs may occur in the format of data,
imagery, voice, and/or vidstream. Each ReMIT format has certain parameters
associated with it; such as data rate, frequency, size, duration, and speed of service.
The values for the Format Parameters provide a quantitative value to each ReMIT.
5. Systems – For the purposes of present CERDEC analyses, a system is the sending
or receiving end-user application or piece of communications equipment in the
system architecture that is resourced to and used by a force structure element in the
operational architecture. Systems are used to communicate information ReMITs
from producers to consumers in support of operational requirements. Systems that
have been represented in CERDEC studies include the Army Battle Command
System (ABCS) applications and their application servers, Voice over Internet
Protocol (VoIP) phones, generic computers/laptops, and collaboration/VTC equip
ment. The ABCS includes such systems as:
• Maneuver Control System – Lite (MCS-L),
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• All-Source Analysis System – Lite (ASAS-L),
• Global Command and Control System – Army (GCCS-A),
• Air and Missile Defense Workstation (AMDWS),
• Integrated Meteorological System (IMETS),
• Digital Topographical Support System – Lite (DTSS-L), and others.
The source data described above is used to populate architecture framework products
that are either mission independent or mission specific. The distinction between the
two types of products is summarized in Table 2.
The architecture framework products associated with the study are then exported
from the data in the TCAT database. The DoDAF views currently able to be generated
using TCAT include:
OV-2 (Operational Node Connectivity Description),
OV-3 (Operational Information Exchange Matrix),
OV-6b (Operational State Transition Description),
OV-6c (Operational Event-Trace Description), SV-4 (Systems Functionality
Description),
SV-5 (Operational Activity to Systems Function Traceability Matrix),
TABLE 2. FRAMEWORK PRODUCT DISTINCTIONS
Mission-Independent C4ISR Exchanges

Mission-Specific C4ISR Exchanges

Developed to conduct gerenal traffic load
analyses (e.g., average bandwidth through
systems, into and out of operational elements)

Developed to conduct analysis on a specific
mission thread (e.g., performance of the mission
thread over a loaded network)

Regular interval traffic used to load the network

Each exchange is associated with a step in a
mission thread

Unsequenced

Chronologically sequenced

A frequency field captures an average rate of
occurrence for each unique exchange. There
are no time stamps, and start/end times are
arbitrary.

Each unique exchange occurs only once
according to its time stamp. The first
exchange(s) in the sequence starts when the
mission thread is triggered.

100,000s to 1,000,000s of unique exchanges
may be identified

100s to 1,000s of unique exchanges may be
identified

Examples of traffic include common
operational picture updates, ISR updates

Examples of traffic include a call for fire, a
battle update brief
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SV-6 (Systems Data Exchange Matrix), and
SV-10c (Systems Event-Trace Description).
Products that already exist for an architecture undergoing analysis are integrated
into the database and augmented as needed, prior to generating the higher fidelity
equivalent products utilized in M&S.

TRAFFIC PROFILE DEVELOPMENT
An example of a specific type of analysis that CERDEC ASEO has conducted
highlights the use of both mission independent and mission specific products. First, a
unit-specific, mission independent product referred to as a traffic profile is developed.
This product, populated based on the available source data, is used to estimate the
offered load of background traffic on the C4ISR network being analyzed. Missionspecific products, referred to as mission threads, are then layered over the traffic profile
to (among other uses described in Lindy, et al.) measure the performance of network
services associated with the mission over the C4ISR network that is already loaded
with background traffic.
This process for developing the traffic profile and mission threads for an architecture
utilizes common reference data as well as the same set of relationships established
among that reference data. Because the source data is common, both the traffic profile
and the mission threads are developed to the same degree of fidelity for a given
architecture.
The traffic profile consists of a subset of mission independent information exchanges
between producer-consumer pairs that is directly traceable to the operational information
exchange requirements and is required for modeling application-level user traffic.
It contains information such as the producing and consuming operational elements,
ReMIT, ReMIT format (data, imagery, voice or vidstream), ReMIT attributes (data
rate, duration, size, frequency), and the following fields not captured in the architecture
products:
1. Network Services – These are the delivery mechanisms used to transport ReMITs
in the system architecture. Real-time services such as VoIP and Collaboration (e.g.
Video Teleconferencing [VTC], whiteboarding, text chat, etc.) are identified in the
system architecture for use in subsequent performance analyses, whereas non-realtime services such as Peer-to-Peer (between ABCS systems), E-mail, and Web/
TACWeb are identified in order to understand the network load over which the
real-time services must perform.
2. Network – This field identifies the physical networks that are used to transport
the individual messages. Unclassified but Sensitive Internet Protocol Router
Network (NIPRNET) and Secret Internet Protocol Router Network (SIPRNET)
traffic are identified based on ReMITs and their security classifications. Joint
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Worldwide Intelligence Communications System (JWICS) and Combat Service
Support (CSS) traffic are identified based on ReMIT, and represent Intelligence
and Logistics information respectively. Relationships of Systems and C4ISR
information to specific Networks are used to analyze the load on each Network and
explore information dissemination concepts.
To create a traffic profile, operational, systems, and technical subject matter experts
(SMEs) first set up source matrices, which are used to establish relationships among
the source data elements. A matrix is set up on a spreadsheet by listing data elements of
one kind down the first column and data elements of another kind across the first row.
The cells of the matrix are then populated to show the relationship between two data
elements. The following relationships among data elements constitute the principle
matrices used by CERDEC to construct integrated architecture products, including a
traffic profile:
1. Operational Tasks performed during Battle Phases.
2. Force Structure Elements performing Operational Tasks.
3. ReMITs required to execute Operational Tasks.
4. ReMITs exchanged by Force Structure Elements.
5. Format Parameters associated with each ReMIT.
6. Systems resourced to Force Structure Elements.
7. Operational Tasks supported by Systems.
8. ReMITs exchanged by Systems.
9. Network Services available to Systems.
10. Networks available to Systems.
The matrices allow relationships among data elements to be assigned in a consolidated
manner, and are the key to producing completely consistent architecture views. Note
that some matrices relate system architecture data to operational architecture data, so
that resulting OVs and SVs are consistent with one another. (Technical View matrices
are being integrated in 2005.) Furthermore, the matrices are set up to be modular,
thus enabling architectural updates to be made in a matter of hours or days rather than
weeks or months, allowing the effects of small changes to be studied before network
configuration decisions are made.
The following is a brief description of each of the matrices listed above:
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1. Operational Tasks performed during Battle Phases. This matrix captures the
operational tasks (i.e., AUTLs and/or UJTLs) that are performed during each phase
of battle (Objective Force: Unit of Employment Concept, 7 August, 2002): Entry,
Shape, Decisive, and Transition (e.g., Conduct Landing Zone Operations during
Entry phase).
2. Force Structure Elements performing Operational Tasks. This matrix captures
each operational task performed by each force structure element according to the
doctrinal requirements of the unit being analyzed (e.g., 3ID/UE-x/DIV HQ/DTAC
CP1/ADA1 performs Conduct Landing Zone Operations).
3. ReMITs required to execute Operational Tasks. This matrix captures all C4ISR
information (Reports, Messages, ISR, and Telemetry), known in short as ReMITs,
needed for or generated by the completion of each operational task. Some tasks
call for ReMITs being generated (produced) as output of the task, and some tasks
call for ReMITs being required (consumed) as input to the task. This matrix just
captures the doctrinal association of the ReMITs with each task, not who specifically
is producing and consuming the information (e.g., an INTSUM (Intelligence
Summary) is required to execute Conduct Landing Zone Operations).
4. ReMITs exchanged by Force Structure Elements. This matrix captures each ReMIT
produced and consumed by each force structure element. This defines a general
flow of information that is based on the unit’s standing operating procedures
(SOPs) (i.e., “business practices”) that is independent of mission or scenario. This
matrix provides the average C4ISR production and consumption at each element
in the unit for use in subsequent bandwidth requirements analyses. This matrix is
automatically cross-referenced with both the “Force Structure Elements performing
Operational Tasks” and the “ReMITs required to execute Operational Tasks”
doctrinal matrices to ensure the ReMIT flows defined in this SOP matrix support
the operational tasks performed by each element in the unit. If any inconsistencies
are found, the matrices are revisited and the necessary corrections are made before
generating the final traffic profile that is used in analysis.
5. Format Parameters associated with each ReMIT. Each ReMIT may occur in one
or more formats: data, imagery, voice, or vidstream. Every potential format of
each ReMIT has a set of parameters assigned to it: frequency of occurrence (per
hour) for each battle phase, security classification, precedence, criticality, and
perishability. In addition, size (in kilobytes, before system and network overhead)
is populated for the non-streaming formats of data and imagery, and duration (in
seconds) and data rate (in kbps) are populated for the streaming formats of voice
and vidstream. These format parameters quantify each ReMIT so that the C4ISR
exchanges can later be simulated.
6. Systems resourced to Force Structure Elements. This relationship is extracted
directly from the unit-specific System Architecture (SA) produced by the Program
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Executive Office Command, Control and Communications Tactical/Office of the
Chief Engineer Knowledge Engineering Information Laboratory (PEO C3T OCE
KEIL). CERDEC ASEO and OCE KEIL collaborate to load the TCAT database
with data from the SA database so that updates to the KEIL system architecture
are reflected in the CERDEC analyses. This collaboration allows for a consistent,
timely, and configuration-controlled update to the traffic profile upon which the
analysis is based and will eventually be expanded to allow a near real time update
to both the data and the analysis results.
7. Operational Tasks supported by Systems. This set of mappings is used to help
narrow the assignment of a system for an information exchange. It includes all
the operational tasks that a particular system would be used to support. This
information is provided by individual system subject matter experts.
8. ReMITs exchanged by Systems. This set of mappings is used to assign systems to
an information exchange. It ensures that an information exchange is assigned to
systems that are capable of exchanging it.
9. Network Services available to Systems. This is a set of mappings that are combined
with programming logic to determine the network service used in the sending and
the receiving of a ReMIT. Network Services include VoIP, Collaboration, Tactical
Web (TACWEB), E-mail, Peer-to-Peer, and others. A different set of network
services can be defined based on the needs of the particular analysis of the given
system architecture.
10. Networks available to Systems. The assignment of networks is based on the system
architecture source data and some programmed logic. Network examples are SIPR,
NIPR, JWICS and CSS.
Once the basic matrices above are completed, SQL scripts are executed to generate
the traffic profile and populate all the architecture products at once with the appropriate
information required for each view. The traffic profile contains the user-generated
C4ISR exchange requirements that need to occur no matter what the scenario is or
where the unit is deployed. Once this baseline is constructed, customization can begin
for various types of mission specific analyses.

MISSION THREAD DEVELOPMENT
Architecture products containing mission-specific data can be layered over the traffic
profile for various types of performance analyses. These views contain sequenced
events among operational elements of the force structure and their systems.
The mission-specific products are built using the same source data as used in the
traffic profile, and include additional information such as thread name, sequence
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number, and a description for each task in the thread. For an in-depth description of the
process used to generate mission-specific products (Lindy, et al.).

PREPARING THE ARCHITECTURE FOR MODELING & SIMULATION
Upon final compilation of the architecture data for a given analysis, the data mined
from the TCAT database (e.g., traffic profile, mission threads) are formatted for more
specific M&S excursions to test the behavior of the network under various operational
and technical circumstances.
The architecture products and the traffic profile alone do not capture the physical
path of each exchange. They only capture the C4ISR exchanges that are associated with
the end user (i.e., user traffic from producer to consumer). Internal network exchanges
(i.e., network traffic among intermediary devices2 needed to accomplish the end user
exchanges must be added to account for overhead associated with dynamic network
management traffic. Describing these internal exchanges in the architecture also helps
to quantify subsequent analyses of information dissemination schemes.

The mission-specific products are built using the same source
data as used in the traffic profile, and include additional
information such as thread name, sequence number, and a
description for each task in the thread.

The completed traffic profile serves as the basis for deriving the service flows and
the application control profiles used for the bandwidth and performance analyses,
respectively. In generating these derivative input files, first the server dispositions/
locations for each service are incorporated into each data set. Secondly, the traffic
is aggregated based on sender/receiver pair and service. Lastly, the data is translated
into the formats required for driving the flow analysis tool and the OPNET simulation
models.
At this point, the M&S phase of the analysis is entered. Briefly described, the data
contained in the traffic model contributes to architectural analysis enabled by M&S
analysis. Combined with models of communications assets and network services, analysis
questions such as optimum server placement to minimize bandwidth requirements,
performance of real-time applications (e.g., collaboration tools and VoIP) during busy
times on the network, and suitability of a proposed Active Directory architecture are
addressed in flow analysis and/or simulation runs, where parameters associated with
network and service configurations can be varied. These analysis examples merely
touch the surface of questions that can be and are being addressed using the CERDEC
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CSAP&T process. Furthermore, new questions continuously arise as new issues
are encountered both prior to unit deployment and in the field. The structured and
repeatable process described above is an essential component to CERDEC’s capability
of adapting to changing architecture configurations, and its ability to quickly respond
to analysis questions in time to be of help to the end user, the Warfighter.

The repeatability of the methodology and the
experience gained in implementing it, as well as the
availability of the large body of previous work are
key factors in the success of enabling quick response
analyses required by an Army at war.

For each analysis that employs the CSAP&T methodology, the body of work created
in previous analyses is leveraged and built upon. Volumes of documentation are
associated with each analysis activity, and include the data sets, reference materials/
source data, assumptions, methodology description and study overview. Timesensitive analysis results are distributed to stakeholders at regular intervals throughout
the analysis as technical bulletins, which often spur new questions and a revisit to
the analysis to conduct additional excursions and explore possible alternatives. The
repeatability of the methodology and the experience gained in implementing it, as well
as the availability of the large body of previous work are key factors in the success of
enabling quick response analyses required by an Army at war.

SUMMARY
The uniqueness of the methodology described in this article is that it provides a
means to adapt to rapidly changing doctrine, systems, and parameters with efficiency
and fidelity. Since much of the data is first created independently of mission, the same
data may be reused, customized, and applied to various operational scenarios, missions,
and conditions. All architecture data—regardless of its operational, system, or technical
nature—is designated and stored in one common database. As such, consistency among
the architecture products is guaranteed. Data common to more than one view is stored
only once and referenced as many times as necessary. Furthermore, the work required
to update the architecture is minimized. As the design evolves, the source data and the
mappings in the matrices change. Whenever this happens, the modular nature of the
matrices allows the affected portions of the architecture to be updated, and the SQL
scripts are re-run so that all the views are updated simultaneously. Any changes to data
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in one view propagate through to all affected views. This approach has reduced the
turn-around time on updating highly detailed architecture products and corresponding
analysis results, from months to days or even hours, allowing “what if ” studies never
before possible.
Since it is now possible to create an integrated architecture formatted for analysis in
less time using the above methodology, and through efficiencies gained by collaboration
with organizations such as the KEIL, the CERDEC has applied its resources towards
conducting the C4ISR systems engineering analyses needed to make recommendations
regarding the architecture to DA leadership, PEOs and PMs, as well as the end customer/
user: the unit itself. Having developed a structured, repeatable approach to integrating
and developing architectures as well as the foundational skill set to conduct and repeat
various types of analyses in 2004, the ASEO continues to evolve its process to a level
of efficiency such that analysis results can be obtained and used to support traceable
recommendations prior to costly hardware development, software development,
production and testing takes place.
The CERDEC CSAP&T methodology is embedded in doctrine, customizable to
scenario, geography, systems and technology, able to represent Current Force, Modular
Force, or Future Force task organizations and able to produce architectures with fidelity
and resolution down to the dismounted soldier and up through Joint, Coalition and
Strategic domains. Ultimately, it is our goal to have all OVs, SVs and TVs (as well
as relevant data not currently captured in any view) in a single automated systems
engineering process designed for system-of-systems analysis, whose data elements are
commonly defined across the Army community and beyond.
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END NOTES
1. This is an example of a shorthand description that hierarchically represents a
force structure element, and is read from right to left: The Air Defense Artillery
(ADA) element (which could be a section, platoon, battery or staff liaison officer)
in Division Tactical Command Post 1 (DTAC CP1) in Division Headquarters (DIV
HQ) in Unit of Employment-x (UE-x) in the 3rd Infantry Division (3ID).
2. Intermediary devices include servers, routers, switches, and other network
management devices comprising the actual network topology. These exchanges
are accounted for separately in the traffic and simulation models.
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ACRONYM KEY

(IN ORDER OF APPEARANCE)

DoDAF – Department of Defense Architecture Framework
CERDEC – Communications-Electronics Research, Development, and
Engineering Center
C4ISR – Command, Control, Communications, Computer, Intelligence,
Surveillance, and Reconnaissance
SoS – System-of-Systems
RDECOM – Research, Development, and Engineering Command
CSAP&T – CERDEC Systems Analysis Processes and Tools
M&S – Modeling and Simulation
ASEO – Architecture and Systems Engineering Office
TCAT – The Complete C4ISR Architectural Tool
SQL – Structured Query Language
XML – Extensible Markup Language
CADM – Core Architecture Data Model
DARS – Defense Architecture Repository System
UE – Unit of Employment
GIG – Global Information Grid
OV – Operational View
SV – Systems View
TV – Technical View
AV – All View
SOP – Standing Operating Procedure
FM – Field Manual
CJCSM – Chairman, Joint Chiefs of Staff Manual
AUTL – Army Universal Task List
UJTL – Universal Joint Task List
ReMIT – Reports, Messages, Intelligence/Surveillance/Reconnaisance,
Telemetry
VMF – Variable Message Format
USMTF – United States Message Text Formatting
CIR – Commander’s Information Requirement
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TRADOC – Training and Doctrine Command
TRAC – Training and Doctrine Command Analysis Center
ABCS – Army Battle Command System
VoIP – Voice over Internet Protocol
VTC – Video Teleconference
MCS-L – Maneuver Control System – Lite
ASAS-L – All-Source Analysis System – Lite
GCCS-A – Global Command and Control System – Army
AMDWS – Air and Missile Defense Workstation
IMETS – Integrated Meteorological System
DTSS-L – Digital Topographical Support System – Lite
TACWeb – Tactical Web
NIPRNET – Unclassified but Sensitive Internet Protocol Router Network
SIPRNET – Secret Internet Protocol Router Network
JWICS – Joint Worldwide Intelligence Communications System
CSS – Combat Service Support
SMEs – Subject Matter Experts
3ID – 3rd Infantry Division
UE-x – Unit of Employment-x
DIV HQ – Division Headquarters
DTAC CP1 – Division Tactical Command Post 1
ADA – Air Defense Artillery
SA – System Architecture
PEO – Program Executive Office
C3T – Command, Control, and Communications Tactical
OCE – Office of the Chief Engineer
KEIL – Knowledge Engineering Information Laboratory
DA – Department of the Army
PM – Program Manager
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LESSONS LEARNED
INNOVATIVE PROCUREMENT
STRATEGIES

INNOVATIVE
PROCUREMENT
STRATEGIES
David Eiband
Most organizations within the Department of Defense are searching for the means
to increase savings, operate more efficiently, and produce a higher-quality product
despite downsizing and shrinking budgets. However, these admirable goals can go
astray leading to potentially improper procurements, while striving to meet mission
requirements. Therefore, this article discusses the execution of two innovative
procurement experiments that accomplished these goals specifically in the areas
of research, development, test and evaluation, environment, and the evolution
of strategies, their regulatory basis, and the net effect of the total experiment.

A

group consisting of engineers, technicians, and support specialists designed and
built telemetry systems for weapons ranging from 2.75-inch rockets to 10-inch
diameter hypersonic anti-radar missiles, to 5-inch diameter air-to-air missiles,
to 1-inch bomb fuzes, to foreign military system evaluation. In all applications, the
designs required significant procurement effort to fabricate and test systems, and
when appropriate, the designs were also carried internally into prototype production.
Professional technical image aside, the work could not be completed without continuing
forays into the world of government procurement.

PROCUREMENT BACKGROUND
Within the government, and certainly within the Department of Defense Research,
Development, Test, and Evaluation (DoD RDT&E) environment, procurements follow
a common preferred evolution, and the Federal Acquisition Regulation (FAR) Part
2.101 defines procurement thresholds. When possible, procurements are first made
using micro-purchase procedures, which are less than or equal to $2,500; then small
purchase procedures, which are greater than $2,500 and no more than $100,000; and
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finally, contract procedures for all procurements greater than $100,000. Procurement
complexity, lead time, and administrative costs all increase as one ascends the hier
archy; and within the small purchase and contract ranges, complexity, lead time, and
administrative costs increase at prescribed cost threshold levels. Clearly, there are
advantages to keeping individual procurement costs as low as possible to avoid the
noted procurement overhead, but as discussed later, there are disadvantages as well.

THE FIRST EXPERIMENT
Organizations do not change their operating philosophy without reason, and the
group procurement strategy fits that mold. For years, the group used multiple $2,500
micro-purchases to procure printed wiring boards (PWB), as well as a myriad of other
classes of items. The PWBs, while very complex in this application, are essentially
the easily recognized nonconducting fiberglass boards overlaid with conducting traces
found in most electronic devices. Various electronic components, connectors, and
wiring harnesses are attached to the traces to implement a particular design. From a
technical standpoint, each PWB is unique to a peculiar system with multiple PWBs
used in each system; however, the procurement system does not treat PWBs with such
fidelity. From a procurement standpoint, a PWB is a PWB just like every other PWB.
That perceived similarity was the genesis of the procurement change.
Using that logic, the procurement community believed that the micro-purchase
agent was breaking down, more commonly referred to as splitting, similar PWB
procurements to keep the individual procurements under the $2,500 threshold.
According to the FAR Part 13.003(c)(1)(2) definition, splitting breaks a procurement
into “several purchases that are less than the applicable threshold merely to (1) permit
use of simplified acquisition procedures or (2) to avoid any requirement that applies
to purchases exceeding the micro-purchase threshold.” The perceived splitting was,
therefore, potentially a violation of the FAR. Even more critically, splitting can also
have significant legal penalties under 18 U.S.C. 287 of a $10,000 fine and/or 5 years’
imprisonment. In other words, multiple buys via credit card were likely prohibited and
corrective action was required to eliminate any potential violation.
With that newly found impetus, we embarked to change the PWB procurement
strategy and began investigating alternatives to the commonly utilized micro-purchase
approach. Because of their intentionally structured abbreviated requirements, FAR
Part 13—Simplified Acquisition Procedures for Commercial Items, apparently offered
the best option. This conclusion seemed obvious as simplified acquisition procedures
were designed to “(a) reduce administrative costs; (b) improve opportunities for small,
small disadvantaged, and women-owned small veteran-owned, HUBZone, and
service-disabled veteran-owned small business concerns to obtain a fair proportion
of Government contracts; (c) promote efficiency and economy in contracting, and (d)
avoid unnecessary burdens for agencies and contractors (FAR Part 13.002).” Of course
in the Research and Development (R&D) arena, many items were not traditionally
considered commercial, and the $100,000 limit when using simplified acquisition
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procedures loomed as a significant drawback as the annual procurements easily
exceeded that limit by an order of magnitude.
Fortunately, several factors improved the situation. The FAR 13.500(a) authorizes test
programs greater than $100,000, but not exceeding $5 million for simplified acquisitions,
if the proper approval could be secured. Additionally, from an administrative-overhead
perspective, simplified acquisition offers no-cost local procurement department pro
cessing, an obviously attractive characteristic not necessarily available at all procurement
organizations.
The major inhibitor to that approach was the FAR 13.500(c) test program
requirement to purchase commercial items or supplies (in laymen terms) rather than
services. Historically, the local procurement offices considered PWBs a service rather
than a supply because labor was required to manufacture each PWB. A closer reading
of FAR 2.101 indicated that a commercial item is by definition, “(a) any item, other
than real property, that is of a type customarily used for non-governmental purposes
and that (1) has been sold, leased, or licensed to the general public; or (2) has been
offered for sale, lease, or license to the general public.” Needless to say, PWBs are
ubiquitous in modern society and clearly met the FAR definition of a commercial item.
The contracting officer conceded that point, and with that agreement, the fundamental
procurement approach was established.

Historically, the local procurement offices considered
PWBs a service rather than a supply because labor
was required to manufacture each PWB.

The opportunities garnered by this strategy greatly benefited the PWB procurement.
By using a two-year contract, the administrative costs and lead time were significantly
decreased in comparison to annual reprocurements. The commercial item or catalog
pricing aspects of simplified acquisition allowed the contract to be limited to one page of
text for the Statement of Work (SOW) by using the entire matrix of PWB combinations
from the catalog instead of individual specifications. Because the contract allowed
the development of government-contractor relationships over a two-year period of
performance, the strategy significantly enhanced the potential for improvement and
efficiency over the normal, mandatorily competed individual procurement.
Commercial item or catalog pricing also facilitated ordering via electronic media, and
more importantly, allowed ordering using the government purchase card and a warranted
Ordering Officer within the group. Use of the Government-Wide Commercial Purchase
Card and Ordering Officer was critical because orders may be placed without resorting
to a procurement contracting officer or, after delivery, to utilize the Defense Finance
and Accounting System (DFAS) in compliance with FAR 13.301(a). This advantage
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resulted in faster turn-around times and greatly improved contractor payment—two
notably inefficient aspects of government procurement.
In the end, this contract experiment produced several startling results. A $1.2 million
procurement was awarded in 70 days rather than the nominal 260 days using normal FAR
Part 15—Contracting by Negotiation, contracting procedures. The two-year contract
featured fixed, published prices over the duration of the contract, and from a technical
standpoint, the single order limit was raised from the $2,500 micro-purchase limit to
$50,000 of PWBs per month. The contractor benefited from more efficient production
runs that are not constrained by the micro-purchase size limit, and from a business
aspect, the contractor receives payment within two days of acceptance rather than
months or later after submittal to DFAS. For these reasons, the simplified acquisition
procedure approach was clearly a boon for both the government and industry.

THE SECOND EXPERIMENT
Given the preceding discussion, the first experiment was obviously limited in scope
to a single item type, and while the simplified acquisition approach and government
purchase card payment method offered savings, the administrative overhead savings
applied only to single item type procurements. The second experiment was therefore
designed to significantly expand the coverage of the contract while retaining all the
positive aspects identified and proven by the first experiment.
Ninety percent of all procurements within the organization consisted of electronic
components and devices, clearly making that area the new target. The procurement
requirement for the second experiment was structured to include classes of items
ranging from simple components such as resistors, diodes, and capacitors to complete
complex assemblies such as transmitters, global positioning systems (GPS), inertial
navigation systems (INS), and electronic test equipment. The historical procurement of
these items was over $5 million annually and rose to $9 million annually when a sister
organization was added.
The magnitude of this effort had two immediate impacts. First, since the technical
requirements would likely exceed the capability of any “small or disadvantaged
business,” the procurement strategy directly conflicted with the government’s policy in
FAR 19.201, “to provide maximum practicable opportunities in its acquisitions (Part
19.201[a])” to those same groups. In addition, the intention to maximize the benefits
of multiyear contracting and therefore structure a five-year, maximum-length contract
further complicated this strategy, and the resulting $45 million contract could not
escape the intense scrutiny of the small business community or their champions in the
Small Business Administration (SBA).
Because simplified acquisition procedures apply to commercial item contracts
worth no more than $5 million using the FAR-authorized test program, the planned
five-year, $45 million approach created the second problem, a reliance on the more
traditional combination of FAR Part 12—Acquisition of Commercial Items and Part
15—Contracting by Negotiation, procedures. Due to the nature of the procurement,
this latter problem did not adversely effect the overall experiment and could not be
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avoided in any event; the first problem with the small business community, however,
was significant and required serious attention.
The sheer magnitude of the procurement guaranteed small business scrutiny and
the consequent potential for protest; in addition, the nature of the required items
themselves could be grounds for protest. Because the procurement covered a broad
spectrum of items from electronic components to complete electronic assemblies,
bundling became an issue. By FAR 2.101 definition, bundling is the “consolidation of
two or more requirements for supplies or services, previously provided or performed
under separate smaller contracts, into a solicitation for a single contract that is likely
to be unsuitable for award to a small business concern due to: (i) the diversity, size,
or specialized nature of the elements of the performance specified; (ii) the aggregate
dollar value of the anticipated award; (iii) the geographic dispersion of the contract
performance sites; or (iv) any combination of the factors described in (l)(i), (ii), and
(iii).” Without a doubt, the intended procurement had the look and feel of bundling and
thus was highly suspect as a viable procurement strategy. However, given the intent
to truly explore the extremes of the procurement envelope, we elected to pursue a
mitigating tactic that would hopefully preserve the intended strategy while satisfying
the dictates of the small business regulations.

The sheer magnitude of the procurement guaranteed small
business scrutiny and the consequent potential for protest…

In order to address these small business issues, we coordinated with the base Small
Business Office to release a sources sought request to industry. The sources sought
request stated the requirement and directed interested contractors to provide key data
describing their capability to meet the published requirement in accordance with FAR
5.205(a). Available only to R&D programs, the sources sought option perfectly fit the
needs. One hundred thirteen contractors responded with data, and the packages were
evaluated against the known requirement. Only two contractors were rated qualified as
meeting the technical requirement, but none of the 113 small business concerns met
the FAR 19.502.2(c) requirement that small business suppliers must furnish products
from 100 percent small business concerns.
Armed with that information, we negotiated an acceptable small business set-aside
agreement with the SBA. The agreement would allow the selected small business to
bid, within the noted FAR constraints, for the maximum number of items for which they
qualified, and the remainder of the procurement would be awarded unrestrictedly to any
qualified vendor, which could include either small and large businesses. In essence,
the original procurement would consist of two separate awards, and as negotiated, the
small business contractor would be allowed a 5 percent cost advantage over the large
business contractor. However, because the requirement was identical whether met by

327

DEFENSE ACQUISITION REVIEW JOURNAL

a small business or unrestricted vendor, the contract awards would vary only by the
scope of materials provided and the peculiar small business clauses unique to a small
business contract.
In the end, the second experiment performed very much as the original had. The
final contract allowed product ordering without using the procurement department
or a procurement contracting officer; the government purchase card system paid the
contractor after the acceptance of each order; and most importantly, the contract
covered the universe of electronic requirements over a five-year contract period. When
one considers that the group averaged over 750 procurement actions annually, this
single contract was a manifold improvement in reducing acquisition overhead costs
and time delays.
Processing the contract did not, however, proceed as quickly as had the original
procurement. First, the sources sought and SBA approval efforts required 90 days to
accomplish, but that delay can be fully avoided on future procurements as the answer
is generically appropriate to any other similar procurement. Second, no $45 million
program will quickly advance through either the procurement or management approval
process, and it did not. In fact, the entire process required over 17 months from initiation
to source selection.

CONCLUSIONS
This paper reports the results of two experiments in government procurement. The
experiments were evolutionary in nature with the second procurement growing upon
the successful results of the first. As was noted, the procurements tested the ability of
the FAR to optimally meet the requirements of the RDT&E environment, the patience
of the procurement system in addressing and eventually accepting innovative concepts,
and the professionalism of the disparate technical and procurement communities in
accomplishing a very different but mutually beneficial goal.
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TOWARD CENTRALIZED
CONTROL OF DEFENSE
ACQUISITION PROGRAMS
John T. Dillard
A great deal of turbulence in U.S. defense acquisition policy has contributed
to confusion during the last three years within the acquisition workforce in
terminology, major policy thrusts, and unclear implications of the changes.
The new acquisition framework has added complexity with more phases and
delineations of activity, and both the number and level of decision reviews have
increased. As a result, program managers may now have fewer resources to
manage their programs as they spend much of their time and budgets managing
the bureaucracy. This same framework and its associated requirements for senior
level reviews are opposed to the rapid and evolutionary policy espoused and
are counter to appropriate management strategies for a transformational era.

T

he issuance of Department of Defense (DoD) Directive 5000.1 (2003) and DoD
Instruction 5000.2 (2003) is the third significant revision of acquisition policy in
many years. Looking further back, these three revisions of regulatory guidance
evolved from two previous versions in 1991 and 1996. Each had its major thrusts
and tenets, and perhaps of most importance to program managers; each modified the
“Defense Systems Acquisition Management Process” (Defense Systems Management
College [DSMC], 2001) or “Defense Acquisition Framework” (DSMC, 2001), which
is the broad paradigm of phases and milestone reviews in the life of an acquisition
program. The purpose of this research was to examine the evolution of this framework
and explain the explicit and implicit aspects of recent changes to the model to better
understand its current form. Provided here is a synopsis of the most important findings.
The full report of this research, examining both private industry and defense acquisition
decision models is available for a more in-depth review (Dillard, 2003).
The very latest DoD 5000 policy changes came during a time of DoD transformation,
which is chiefly focused on changes to force structure and weapons employment
capabilities. The latest version of the 5000 series was actually drafted in the documents
rescinding its predecessor. According to a memorandum signed by Deputy Secretary
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of Defense Paul Wolfowitz on October 30, 2002, the series required revision “to
create an acquisition policy environment that fosters efficiency, flexibility, creativity
and innovation” (P. Wolfowitz, personal communication, October 30, 2002). Interim
Guidance 5000.1, Attachment 1, (2002) was issued, along with the rescission, as a
temporary replacement outlining principles and policies to govern the operation of the
new Defense acquisition system. Among them:
3.1

Responsibility for acquisition of systems shall be decentralized
to the maximum extent practicable (p. 2).

3.18 The PM shall be the single point of accountability for
accomplishment of program objectives for total life cycle
systems management, including sustainment (p. 4).
3.27 It shall be DoD policy to minimize reporting requirements (p. 5).
Though the 5000 series provides guidance for all levels or Acquisition Categories
(ACAT) of programs, its language is particularly applicable to the largest, ACAT I,
Major Defense Acquisition Programs (MDAP). In such cases, the Milestone Decision
Authority (MDA) is the Defense Acquisition Executive, who also chairs the Defense
Acquisition Board (DAB) as a decision-making body for program milestone reviews.
There are in fact both a Component Acquisition Executive and Program Executive
Officer in the hierarchy, and direct communication between the MDA and Program
Manager (PM) is infrequent. Other top management stakeholders are Office of the
Secretary of Defense (OSD) staff principals who sit in membership on the DAB, where
milestone decision reviews are conducted. Communication between PM and OSD
staff principals is more frequent, especially via the Overarching Integrated Product
Team process (Office of the Under Secretary of Defense [Acquisition and Technology],
1998). As of this writing, there are a total of 25 MDAP programs in the DoD.

THE CHALLENGES OF DEFENSE PROGRAM MANAGEMENT
Defense systems projects in particular, known for their size and technological
pursuits, are considered to be among the most challenging of projects. Owen Gadeken,
building upon previous studies at the DSMC, concluded that the project manager
competencies of systematic and innovative thinking were among the most needed and
critical in order to accommodate growing complexities (Gadeken, 1997).
Inherent difficulty in the management of any program is exacerbated for the DoD
by several additional factors, which have become even more apparent in the last
twenty years. Large defense systems are very complex, consisting of hardware and
software, multiple suppliers, etc., requiring design approaches to alleviate complexity
via hierarchical decomposition into simpler subsets, etc. Rapid technology changes,
yielding obsolescence, have become particularly problematic for very large systems
with acquisition life cycles spanning a long period of time. Thus, it may not even be
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feasible to fully define the operational capabilities and functional characteristics of the
entire system before commencing advanced development (Pitette, 2001).
The DoD 5000 series acknowledges the many complexities and difficulties
facing MDAs and PMs in their management and oversight of large weapon system
developments. An approach to mitigate these technological challenges, especially
in the post-2000 series, is evolutionary acquisition, referred to by some outside of
DoD as progressive acquisition. Also advocated by the General Accounting Office,
evolutionary acquisition has evolved worldwide as a concept over the past two decades.
It is an incremental-development approach, using iterative development cycles versus a
single grand design. Described succinctly by the Western European Armaments Group,
the progressive acquisition approach is:
A strategy to acquire a large and complex system, which is expected to
change over its life cycle. The final system is obtained by upgrades of
system capability through a series of operational increments. (It) aims
to minimize many of the risks associated with the length and size of
the development, as well as requirements volatility and evolution of
technology (Western European Armaments Group, 2000).
Very similar in description, DoD’s adaptation of this approach as evolutionary
acquisition is a major policy thrust in the series, and is the stated preferred approach
toward all new system developments. This particular policy thrust is important to this
study as it pertains to the framework of phases and decision reviews of a program
moving toward completion. It is meant to change the way programs are structured
and products delivered—actually separating projects into smaller, less ambitious
increments. It is, additionally, one of several aspects of the new policy that affect the
framework and its use as a management control mechanism.

ORGANIZATIONAL CONTROL THEORY
AND DEFENSE ACQUISITION
R. Max Wideman (2000) also advocated progressive (evolutionary) acquisition and
recognized senior management’s responsibility for financial accountability in private
and public projects and their preference for central control. He noted problems with
senior management control over complex developments such as software enterprises
like Defense Information Systems, even when projects were not very large or lengthy.
His observations in large-complex programs align with classic contingency theory,
which holds that organizational structures must change in response to contingencies
of size and technology, as external environments become more complex and dynamic.
Indeed, it has long been accepted that when faced with uncertainty (a situation with
less information than is needed) the management response must either be to redesign
the organization for the task at hand or improve communication flows and processing
(Galbraith, 1973).
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Gareth Morgan traced organizational theory through the past century and depicts
organizations as a variety of images or metaphors in his treatise, Images of Organization.
He warns that large hierarchical, mechanistic organizational forms have difficulty
adapting to change and are not designed for innovation (Morgan, 1997). Further research
by Gibson Burrell and Morgan indicate that any incongruence among management
processes and the organization’s environment tend to reduce organizational efficiency
and effectiveness (Burrell & Morgan, 1979).
In Figure 1, an organization shown as “D” is illustrated as having incongruent
relations between its organizational subsystems. Morgan’s organizational development
research, in accordance with the conclusions of contingency theory, makes a strong
case for consistency and compatibility between these internal subsystems and
changing external environmental circumstances. He warns that such an organization
is over bureaucratized in its management style and will find difficulty sustaining its
competitive position. He recommends organizations be designed and managed more
like organizations “A, B or C.” which are greater in alignment along the continuum of
stable to turbulent environments (Morgan, 1997).
Gifford and Elizabeth Pinchot (1993) make an even stronger case for decentralized
management in large complex organizations faced with transformational change.
They suggest, as organizations today face increasing complexity, rapidity of change,
distributed information, and new forms of competition, organizations must grow
more intelligent to confront and defeat the diverse and simultaneous challenges.
They posit that for an organization to be fully intelligent, it must use the intelligence of

Profile of Organizational Characteristics
ORGANIZATIONAL SUBSYSTEMS

ENVIRONMENT
Stable and certain

Strategic
Technological
Human/Cultural
Structural
Managerial

A

Defensive operational
goal setting

A

Routine, low
discretion roles

A

Economic/Instrumental
orientation to work

A

Mechanistic/
Bureaucratic

A

Authoritarian

C

B

Turbulent and
unpredictable

C

B

Proactive creation
of learning systems

C

B

Complex high
discretion roles

C

B

Self-actualizing
orientation to work

C

B

Organic

C

B

Democratic

D
D
D
D
D
A
D

Organizations A, B, and C illustrate congruent, and D illustrates
incongruent relations among systems and environment
Adapted from Burrell and Morgan (1979, p. 177)

FIGURE 1. CONGRUENCE AND INCONGRUENCE
BETWEEN ORGANIZATIONAL SUBSYSTEMS
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its members all the way down the hierarchy. They note that with distributed information
there is distributed intelligence, and failure to render authority to those closest to the
problem will yield lethargy, mediocre performance, or worse—paralysis. Control
will be maintained, and anarchy will not occur—but neither will success (Pinchot &
Pinchot, 1993).
For large complex hierarchies such as the Department of Defense, cumulative
research appears to support that decentralized control and empowerment should be an
organizational strength, given today’s environment of program complexity, evolving
requirements, and rapidly changing technology.

AN EXAMINATION OF
PROJECT MANAGEMENT LIFE CYCLE MODELS
Models have long been used to illustrate the integration of functional efforts
across the timeline of a project or program. It is the successful integration of these
diverse elements that is the very essence of project management. Models also
help us to visualize the total scope of a project and see its division into phases and
decision points. The interaction and overlapping of many and varied activities such
as planning, engineering, test and evaluation, logistics, manufacturing, etc., must be
skillfully managed for optimum attainment of project cost, schedule, and technical
performance outcomes. The Project Management Institute’s, Project Management
Body of Knowledge (PMBOK®) provides generally accepted knowledge and practices
in the broad field of project management. Striving for commonality across diverse
business areas and product commodities, PMBOK® provides a generic framework as
a structure for understanding the management of a project or program. In Figure 2, a
project life cycle is depicted as costs and staffing relative to time.

Adapted from PMBOK® 2000

FIGURE 2. SAMPLE GENERIC PROJECT LIFE CYCLE
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Adapted from PMBOK® 2000 (PMI, 2000)

FIGURE 3. PROJECT MANAGEMENT PROCESSES
Project management difficulty climbs along a scale of system complexity and
technological uncertainty, and is also simplified by division of the effort into phases,
with points between for management review and decision. The conclusion of a project
phase is generally marked by a review of both key deliverables and project performance
in order to (a) determine if the project should continue into its next phase and (b) detect
and correct errors cost effectively. These phase-end reviews are often called phase
exits, stage gates, control gates, or kill points (PMI, 2000). The institute acknowledges
a variety of approaches to modeling project life cycles with some so detailed that they
actually become management methodologies. Further, the illustration of generic project
management processes or activities across time are depicted (Figure 3) in order to
convey another tenet of project management—the concurrency of efforts to minimize
the project schedule.

THE EVOLVING DEFENSE ACQUISITION FRAMEWORK
THE 1996 MODEL
Models of program structure are important to the DoD in communicating the overall
acquisition strategy of a large acquisition project. The 1996 revision of the 5000 series
was published after a rigorous effort to reform the defense acquisition system during
the first half of the Clinton administration.
The model (Figure 4.) is streamlined, simple, and depicts only four phases and four
decision reviews. Low Rate Initial Production (LRIP) could and frequently did occur
before Milestone III in Phase II as a Service Secretary decision. Another key change
was the very deliberate change in the declaration of Program Initiation moving from
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(Department of Defense, 1996)

FIGURE 4.

DEFENSE SYSTEMS ACQUISITION MANAGEMENT PROCESS
Milestone 0 (in the 1991 model) to Milestone I. Program Initiation also serves as a
benchmark of OSD interest in annually reporting to Congress, per 10 USC § 2220(b),
the average time period between Program Initiation and Initial Operational Capability
(across all ACAT I programs of any commodity). In 1994, the average was 115 months
(DoD, 1996).
THE CURRENT 2003 MODEL

FIGURE 5.

DEFENSE ACQUISITION MANAGEMENT FRAMEWORK
(UNDER SECRETARY OF DEFENSE [USD] ACQUISITION
TECHNOLOGY, AND LOGISTICS [AT&L], 2003)
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The current 2003 model (Figure 5.) has five phases and six potential decision
reviews. The most apparent and perhaps least significant change occurring between the
1990 and 2000 eras was from numerical to alphabetical designation of major milestone
reviews. Another obvious and important change was the appearance of divided phases
and within-phase decision and progress reviews. With the latest release of the regulatory
series, these additional sub-phases or work efforts, along with pre-acquisition activities
have brought the total number of distinct activity intervals to eight, with as many as
five phases and six decision reviews—more than at any time past. Each of these subphase efforts has its own entrance and exit criteria, making them more in practice like
distinct phases of acquisition. All of the reviews are conducted at OSD level. Newest is
the Design Readiness Review, an evolution of the Critical Design Review (which had
up to this time been a PM-level technical review) in the previous interim model—and
prior to that a mid-phase Interim Progress Review. There are several other significant
implications of this model regarding placement of the milestones and activities, not
addressed in this article (Dillard, 2003).

Program reviews of any kind at the OSD level have a
significant impact on program management offices.

Reviews are described in the current policy to be decision points where decisionmakers can stop, extend, or modify the program, or grant permission to proceed into
the next phase. Program reviews of any kind at the OSD level have a significant impact
on program management offices. Much documentation must be prepared and many
preparatory meetings are conducted enroute to the ultimate review. And while effort
to prepare for non-milestone reviews are generally considered to be lesser in scope, a
considerable amount of effort managing the decision process is still expended. A sixmonth timeline for these activities in preparation for an OSD-level review has been
unchanged for many years (Defense Acquisition University [DAU], 2003). It outlines the
requirements for meetings and preparatory briefings to staff members and committees.
Some representatives from program management offices keep an accounting of travel
and labor costs associated with milestone reviews for an MDAP system. While only
anecdotal data was available for this research, it is apparent that a substantial amount
of program office funding is expended on such items as government agency or support
contractor assistance with supporting analyses and documentation, presentation
materials, frequent travel to the Pentagon, and other associated expenses in preparation
for high-level reviews (Anonymous Representative, personal communication, February
19, 2003).
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With Evolutionary Acquisition as the preferred strategy, notional systems are now
described in the policy as shorter developments (in the System Development and
Demonstration [SDD] phase) with iterative Milestone B-to-C cycles. The new DoDI
5000.2 prescribes that, “In an evolutionary acquisition program, the development of
each increment shall begin with a Milestone B, and production resulting from that
increment shall begin with a Milestone C” (USD[AT&L], 2003, p. 10). Thus, program
managers can expect to undergo the management reviews determined appropriate not
only for the initial increment of development in their program, but also the reviews
specified for the follow-on increments. The strategy suggests the initiation of low-rate
production of an 80 percent solution at Milestone C as the preferred approach. So a
more accurate depiction of the new model, with perhaps only one spiral or increment
of evolutionary effort is shown in Figure 6, presuming the achievement of 100 percent

Reflecting a One-Spiral Evolutionary Acquisition Strategy
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FIGURE 6. COMPARISON OF 1996 AND 2003

ACQUISITION FRAMEWORK MODELS
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capability in the same timeframe as under the traditional single-step project strategy.
The diamond icons represent decision reviews.
What becomes more apparent here is the increased number of actual decision
reviews required, as well as the concurrent activities involved in managing a separate
follow-on development increment and its requisite reviews. In fact, the most recent
published guidance shows an example of a system with two increments of evolution
having no less than fourteen reviews in its first eleven years from Concept Decision
(DAU, 2003). Assuming advanced development SDD for an 80 percent solution is
indeed shortened, and further assuming that concept and early prototyping phases are
no longer than before, the time and effort on control activities appears almost certainly
to be disproportionate within the same 100 percent system capability delivery timeline.
It seems in the least to be counter to the policy espousing decentralized responsibility,
innovation, and flexibility at the program management level.

On the whole, the 2003 acquisition model prescribes a
very new paradigm, and only time will tell whether Deputy
Secretary Wolfowitz’s goals of program management
flexibility and innovation are achieved.

On the whole, the 2003 acquisition model prescribes a very new paradigm, and only
time will tell whether Deputy Secretary Wolfowitz’s goals of program management
flexibility and innovation are achieved. No major program has yet gone through the
entire model, and none will for many years to come.
However, time spent managing the bureaucracy has long been an encumbrance to
PMs. Back in 1988–1989, military Research Fellows studying commercial practices
at the DSMC wrote about an imbalance of authority between PMs and the OSD staff
(DSMC, 1989). Of eleven improvements they recommended to the acquisition process,
number three on their list was, “Reduce the number and level of program decision
milestones” (DSMC, 1989, p. 73). In the context of the 1987 Life Cycle Systems
Management Model of five acquisition phases and five key decision points, they
recommended that only one of these reviews be conducted at OSD level—the review
for advanced development. They quoted the 1986 Packard Commission’s conclusions,
which said, “He [the PM] should be fully committed to abide by the program’s specified
baseline and, so long as he does so, the Defense and Service Acquisition Executives
should support his program and permit him to manage it. This arrangement would
provide much needed program stability” (Packard, 1986, p. 59).
As mentioned earlier, the contingency theory encourages senior leaders to find the
best fit for their organization’s structure to its environment, understanding that some
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situations might call for rigid bureaucratic structure while others might require a more
flexible, organic one. The concept of control is also a cornerstone of cybernetics: the
study of organizations, communications, and control in complex systems. It focuses
on looped feedback mechanisms, where the controller communicates to the controlled
what is the desired future state, and the controlled communicates to the controller
information with which to form perceptions for use in comparing states. The controller
then communicates (directs) purposeful behavior (Ashby, 1960).
The fundamental need for communications constrains the options for control,
making the communications architecture a critically important feature of the control
system. It is often heard that with communications in today’s information age warfare,
we seek to act within the enemy’s decision cycle. For acquisition decision makers, the
information architecture is the command and control hierarchy within our bureaucracy.
And the decision cycle in the course of a program still, after many years, reflects 180
days of typical preparation lead time for a decision review. This DAB decision cycle
appears to be one very important process that has yet to undergo transformation.

The fundamental need for communications constrains the
options for control, making the communications architecture
a critically important feature of the control system.

Similarly, when Rand authors wrote about DoD decision making pertaining to
training, equipping, manning, and operating the force, they suggested that decisions
should be based upon senior leadership’s desired outcomes. They acknowledge that with
a decentralized management style comes dilution of responsibility and accountability,
unless vigilance of execution is maintained. But they agree with other theorists that
centralized decision making was consistent with the cold war, and a style well suited
to the 1960s, that can also be stifling and can restrict innovation (Johnson, Libicki,
Martin, & Treverton, 2003).
The Pinchots do not call for decentralization to undermine bureaucracy, but to
improve it. They advocate decentralization with horizontal interconnection (a network
organization) between business units, to lessen the reliance upon going up the chain
of command and down again for communication flow and decision. Rather than total
autonomy for PMs, they support self-management, from trust, with responsibility and
accountability (Pinchot & Pinchot, 1993). This thinking seems particularly appropriate
to the information age and for a professionalized bureaucracy such as the DoD acquisition
workforce, with disciplined standards of training, education, and experience steadily
progressing since implementation of the Defense Acquisition Workforce Improvement
Act (DAWIA) in the early 1990s.
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CONCLUSIONS
It is evident that the debate about centralized control and number of OSD-level
reviews has been taking place for a long time. The current model increases the number
and levels of reviews, and their placement with regard to program events indicate that we
are moving toward an even more centralized approach to control of acquisition programs.
A recent GAO report calls for even more departmental controls over acquisition than
are now in place (GAO, 2003). But what is perhaps even more significant than this
observation is that movement toward greater centralization of control at the higher
levels may be a cause for serious concern, given predominant management theory cited
herein. The mainstream of thought indicates that more efficiency and effectiveness
might be gained from a different approach to an external environment of instability and
uncertainty, whether from unclear threats and uncertain scenarios, or from complexities
of rapidly changing technology and systems acquisition.
Centralization of control is a management issue to be dealt with—the challenge to
avoid anarchy, with no guidelines or parameters, as well as excessive control. Might
programs actually be lengthened by more cumbersome reviews? Whether fourteen
reviews in eleven years are too many is a matter of conjecture and more debate. However,
it is obvious that there are more reviews today than ever before, and these do have a
requisite cost associated with their execution. We will likely continue the struggle to
find the appropriate balance between centralized functions at OSD and autonomy for
the management of programs in both explicit or implicit management policies and
frameworks. Further areas of research can perhaps be focused on the effectiveness
of such reviews, and almost certainly demand that the program costs of centralized
decision reviews be measured. Moreover, a study of how the DoD might exploit its
current capacity via increased horizontal communication might provide insight toward
attaining the decentralized empowerment it advocates.
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